Master Service Agreement for the Use
of teamplay
(The Republic of Kazakhstan, Version: June 1%, 2020)

0. Definitions

In this document the following terms shall have the mean-
ing set out below:

“Account” shall mean the account of the Institution (“Insti-
tution Account”) or the Individual User (“User Account”) en-
titing the Institution and the Individual User to access the
Services.

"Data" shall mean Personal Data and Network Data.

“Database” shall mean the cloud-based Azure platform op-
erated by Microsoft.

"Data Processing Annex" shall mean the Annex on the
Processing of Personal Data entered into between the In-
stitution and Siemens Healthcare.

"Individual User" shall mean the individual physician or
medical physicists as well as other personnel of the Insti-
tution that needs access to the Services for the perfor-
mance of their job obligations.

"Institution" shall mean the institution, hospital or other le-
gal entity having been registered online by an Individual
User.

"MSA" shall mean this Master Service Agreement for the
use of teamplay having been accepted online by an Indi-
vidual User on behalf of the Institution.

"Network Data" shall mean any data being extracted from
the connected devices or sent by Individual Users and
shall include any (analytical) result of the Services. Net-
work Data shall be excluding Personal Data but including
anonymized Personal Data.

"Personal Data" shall mean any information relating to an
identified or identifiable natural person, including such per-
sonal data related to patients and employees of the Insti-
tution.

"Privacy Notice" shall mean the privacy notice being ac-
cepted online by Individual Users.

"Processing" or "Process" means any operation or set of
operations which is performed on Data or on sets of Data,
whether or not by automated means, such as collection,
recording, organisation, structuring, storage, adaptation or
alteration, retrieval, consultation, use, disclosure by trans-
mission, dissemination or otherwise making available,
alignment or combination, restriction, erasure or destruc-
tion.

"Receiver" shall mean the receiver software being down-
loaded by the Institution to its IT infrastructure.

"Receiver Terms" shall mean the license schedule at-
tached to the MSA.

"Services" shall mean the services available at
https://teamplay.siemens.com and all sub domains and
any subsequent domains.

"Siemens" shall mean Siemens Healthcare LLP, 22/5
Khadzhy Mukan str., 050059, Almaty, Kazakhstan, 'ser-
vice.kz@siemens-healthineers.co.

"Siemens Healthcare" shall mean Siemens Healthcare
GmbH, Henkestr. 127, 91052 Erlangen, Germany.

FeHepanbHoOe cornaweHue o NpeaocTaBleHUM YCnyr no
ucnonb3oBaHuO nnatdgopmbl teamplay
(Pecnybnuka KasaxcraH, Bepcus: 01 utonsa 2020 r.)

0. OnpepeneHuns

YkasaHHble TEepMUHbI B JAHHOM [OKyMeHTe OyayT uMmeTb
criegytoLime 3HayeHus.

«Y4yeTHasi 3anucb» O3HayaeT YYEeTHYI 3anucb YupexaeHus
(nanee «YueTHasa 3anucb yudpexaeHus») unu OTAenbHOro
nonb3oBaTtens (panee «Y4yeTHas 3anvcb Monb3oBaTens»),
KoTopass gaeT npaBo  YupexgeHuto  u OTaenbHomy
nonb3oBaTento nofny4aTe OCTYN K Ycnyram.

«[daHHble» o3HavatT [lepcoHanbHble AaHHble u CeTeBble
OaHHbIe.

«Bbasa paHHbIX» 03HavaeT obnayHyto nnargopmy Azure
koMmnaHumn Microsoft.

«MpunoxeHne o6 o6paboTke  OaHHbIX»  O3HA4aeT
MpunoxeHune 06 06paboTke NepcoHanbHbIX AaHHbIX, KOTOPOE
3aknoyaeTca Mexay YupexgeHuem u komnavven «CumeHc
3apaBooxpaHeHne».

«OTOenbHbIM Nonb3oBaTenb» O3HayaeT OTAEeNbHOro Bpaya
NN MEeOULMHCKMX (PU3MKOB, a Takke APYrux COTPYOHWKOB
YuypexgeHus, KotopblM Heobxoaum JocTyn K Ycnyram ans
BbIMOTHEHWS CBOUX CIy>XeBHbIX 06513aHHOCTEN.
«YupexgeHue» 03HavaeT yuypexaeHue, OGonbHULY unn
apyroe ropuamyeckoe nmuo, KoTopoe 6bIno
3aperucTpmpoBaHo B pexume OHNauH OTaenbHbIM
nonb3oBaTenem.

«CIMY» o3HayaeT HacTtosiwee [eHepanbHOe cornalleHue
0 NpefoCTaBieHMM YCNyr Mo WCMONb30BaHWIO NNaTopMbl
teamplay, ycnoBusi KOTOporo Obinv NPUHATBI B pexume
oHnaviH OTaenbHbIM NoNb30BaTENEM OT UMEHU YUpexXaeHus.
«CeTeBble  AaHHble»  03HayawT  nobble  gaHHble,
M3BNEYEHHbIE U3  MOAKMIOYEHHbIX  YCTPOWCTB UMK
oTnpasneHHble OTAenbHbLIM Nonb3oBaTeneM, a Takke nobon
(aHanuTuueckmin) pesynbtat Ycnyr. CeTeBble [OaHHble He
BkntoyatoT B cebq NepcoHanbHble AaHHble, 32 UCKIDYEHNEM
06e3nnyeHHbIx [NepcoHanbHbIX AaHHbIX.

«lMepcoHanbHble gaHHble» O3Ha4valT Mby MHOopMaLUMo
06 onpepeneHHoM unu onpegensemMom puanyeckoMm nuue,
BKINIOYas nNepcoHasnbHble AaHHble, UMeloLWMe OTHOLUEeHWne
K nauMeHTaM 1 CoTpyaHUKaM YupexaeHusl.

«YBegoMmrneHne O  KOHdMAEHUManbLHOCTU»  O3HayaeT
yBegoMmneHne o KOHMMAEHUMAnbHOCTU, YCIOBUSA KOTOPOro

Obinn NPUHATBI B pexume OHnamnH OTaenbHbIMU
nonb3oBaTensMu.
«ObpaboTtka» wnnmn  «OBpabaTtbiBaTb»  O3HaA4aeT  Nodyto

onepauuio unNu  psg  onepauui, KoTopble NPOW3BOASATCH
c JaHHbIMM  unn ¢ HabopoM [aHHbIX, C UCMONb30OBaHUEM
aBTOMaTU3NPOBaHHbLIX CpeacTB unu 6e3 Hux, Bkovas coop,
3anucb, OpraHn3aumio, CTPYKTypm3auuio, XpaHeHne, yToHHeHne
UM U3MeHeHue, n3BreYeHre, KOHCYNbTaLmio, UCNoMb3oBaHue,
packpbiTVe MyTeM nepegady, pacrnpoCTpaHeHue  Unm
npegoctaBneHne  MHbIM -~ obpasoM,  COBMeLleHue  WUnu
KOMBMHaUWIO, OrpaHnYeHne, CTUPaHNE UM YHUHTOXEHNME.
«lMonyyaTtenb» o3HavaeT nporpaMmmy-nosnyyaTtens,
3arpyxeHHyto YupexgeHnem B cBoto UT-nHdpacTpykTypy.
«Ycnosus nony4arensay 0O3HavarT NMLEH3NOoHHOe
JononHeHue, npunaraemoe K Hactosiwemy Cry.

«Ycnyrm»  o3HavalT  ycnyru, OOCTyMHble Ha canTe
https://teamplay.siemens.com, BO Bcex cybaoMeHax 1 fobbIx
nocnegyLmx AOMeHax.

«CumeHc» o3HavaeT TOO «CumeHc 3apaBoOXpaHEHUE,
Pecnybnuka KasaxctaH, 050059, r. Anmarthbl, yn. Xamkm
MykaHa 22/5, service.kz@siemens-healthineers.co

«CumeHc  3gpaBooxpaHeHue»  (Siemens  Healthcare)
o3HayaeT komnaHuo «CumeHc Xernckaa MO6X» (Siemens



“Subscription” shall mean free-of-charge subscriptions
(“Basic Subscription”), premium trial subscriptions (“Trial
Subscription”) or paid subscriptions (“Paid Subscription”).

"teamplay" shall mean the web-based platform offering the
Services.

“Third Party Provider” shall mean a provider other than Sie-
mens or Siemens Healthcare of Third-Party Solutions.

“Third Party Solution” shall mean a solution such as an ap-
plication, service or software offered and provided by a
Third Party Provider.

1. Scope of the MSA

This MSA shall govern the contractual relationship be-
tween the Institution and Siemens. This MSA shall govern
any Subscription.

This MSA, except the Data Processing Annex, does
not govern the contractual relationship between the In-
stitution and Siemens Healthcare. The contractual re-
lationship between the Institution and Siemens
Healthcare is exclusively governed by the Data Pro-
cessing Annex.

Siemens shall under no circumstances Process any kind
of Personal Data in connection with the provision of the
Services. Any Processing of Personal Data shall be under-
taken only by Siemens Healthcare (and/or its sub-contrac-
tors) in accordance with the provisions of the Data Pro-
cessing Annex entered into between the Institution and
Siemens Healthcare.

2. Subject Matter

2.1 teamplay provides a web based platform for medical
professionals that will (some features might not be availa-
ble from start) (i) provide the Institution / the Individual Us-
ers with Services based on data analytics, (ii) support Indi-
vidual Users to build a global clinical network, (iii) provide
an online community to work in virtual groups and (iv) pro-
vide Individual Users with tools for secure online data and
image (DICOM) review, transfer and sharing (v) enable ac-
cess to Third Party Solutions offered by Third Party Pro-
viders subject to separate agreements (collectively "In-
tended Use").

The Institution and the Individual Users will be provided
with Services based on data analytics through the pro-
cessing of the Data by Siemens Healthcare on behalf of
the Institution. Such Services include (a) the creation of
statistical analyses (e.g. average doses, image analytics)
in order to improve imaging methods in connection with the
treatment of patients and for quality assurance and quality
management, particularly to reduce the radiation exposure
in connection with imaging methods; as well as to improve
utilization, examination processes and capacity planning
and (b) the calculation and creation of benchmark values
(e.g. average dose consumptions) for other institutions and
(c) the development and improvement of utilities and appli-
cations to improve systems of the hospital and the treat-
ment of patients. For Siemens Healthcare’s Processing of

Healthcare GmbH), Henkestr. 127, 91052 Erlangen, Germany
(Cepmanwus).

«Mognncka» 03HayaeT OecnnaTHble MoAnNuUCKU (Qanee —
«basoBas  noagnucka»), nNpPoOGHblE  MPEMUYM-NOAMMCKU
(nanee — «[lMpobHasa nognucka») WM nNNaTtHble NOAMUCKK
(mnanee — «MnaTtHag nognuckay).

«teamplay» o3HayaeT Beb-nnatdopmy, rge npeanaralTcs
Yenym.

«CTOpOHHMIA nNpoBangep» O3HayaeT noboro nposangepa

CTOPOHHUX PELUEHUNA, KpOMe KoMMaHun «CHUMEHC» Wnu
koMnaHun «CumeHc 3apaBooxpaHeHne».
«CTOpOHHee pelueHue» 03HayaeT pelleHue, BKIOYas

npunoXxeHue, Yycnyry wWnuM nporpammHoe obGecnedyeHue,
npeanoxeHHoe CTOPOHHMM MpoBaigepoMm.

1. O6nactb geuncrteus 'CIny

Hactosiwee [CITY perynupyetr KOHTPaKTHbl€ OTHOLLUEHUS
mexay YupexaeHnem u komnaHuen «CumeHc». Hacrtosiwee
I'CIY perynupyeTt ntobble Mognucku.

Hactosiwee ICIY, kpome [MpunoxeHna o6 obpaboTtke
AaHHbIX, He perynupyeT KOHTPaKTHbIe OTHOLUEHUs1 MeXxay

YupexpeHuem M KOMNaHuen «CumeHc
3apaBooxpaHeHue». KOHTpakTHble OTHOLUEHUS MeXAay
YupexpeHuem M KOMNaHuen «CumeHc
3apaBooxpaHeHUe»  PerynupyroTcsi  UCKIIOYUTENbHO

MpunoxeHnem 06 o6paboTke AaHHbIX.
Komnanusi «CMMEHC» HU MNpU KakMx OOCTOATENbCTBAxX He
Oynet obpabaTtbiBaTh [MepcoHanbHble AaHHblE, CBSI3aHHbIE

C NpeaoCTaBrneHneM Ycnyr. JTo6as O6paboTka
MepcoHanbHbIX AaHHbIX OydeT NpOBOAUTLCS  TOMbKO
komnauven «CumeHc 3gpaBooxpaHeHue» (Muvnn ee
cybnogpsgymkamm) B COOTBETCTBUM C NONOXEHNAMMU
MpunoxeHuss 06 06paboTke AaHHbIX, KOTOPOE 3aKn4vaeTcs
mMexay YupexgeHvem 1 KOMNaHuewn «CumeHc
3apaBooxpaHeHne».

2. NMpepmeT cornaweHus

2.1. BebG-nnatcopma teamplay ans  MeoMUMUHCKMX

paboTHMKOB (HeKoTopble (OYHKLMN MOTYyT BbiTb HE AOCTYMHbI
B Havane) (i) npepoctaBnseT YupexaeHuto/OTAenbHbIM
nonb3oBaTtensM YCnyru, OCHOBaHHble Ha aHanu3e [OaHHbIX,
(i) okasbiBaeT nogaepxky OTAenbHbIM NOMb30BaTENAM MpU
nocTpoeHun rnobanbHOM ceTn KNUHWK, (iii) npegocTaBnseT
OHNamnH-coobLLecTBO ANs paboTbl B BUPTYyanbHbIX rpynnax,
(iv) npepocTasnset OTaenbHbIM nonb3oBaTensam
WHCTPYMeHTbl ans  6e3onacHoro npocMmoTpa, nepegayu
M COBMECTHOTO MCMOMb30BaHUS AaHHbIX U U300paxXeHun
(DICOM) B pexume oHnanH, (v) nNpegocTaBnseT AOCTyn

K CTOPOHHUM peLLeHnsamMm, KoTopble npeagnaratTcs
CTOpOHHUMKM NpoBavgepamu, MpU YCrOBUKU  3aKIHOYEHMUS
OTAENbHbIX cornaileHui (manee COBMECTHO —
«MNpegycMoTpeHHoe NpUMEHEHNER).

YupexgeHuto n OTOenbHbIM nonb3oBaTensm oyayt
npeaocTaBrieHbl YCNYrM Ha OCHOBaHMM  aHANUTUYECKUX

OaHHbIX nocpeacTBoOM 06paboTkn  [JaHHbIX  KOMMaHWewn
«CumeHc 3apaBooxpaHeHne» OT nMeHu YupexaeHusi. Takue
Ycnyru Bkno4aoT (a) pa3paboTky CTaTUCTUYECKUX aHanM3oB
(HanpuMmep, cpedHsast 403MPOBKa, aHanu3 U3obpaxeHun) ans
YCOBEPLUEHCTBOBAHMS METOAOB BU3yanusaLun npu neyveHmm
naumMeHToB 1 ans obecnevyeHuss KavecTBa W ynpaBneHust
KayeCcTBOM, B OCODEHHOCTM  Ansl  CHWKEHWs  YPOBHS
BO3JENCTBUA paguauun B paMkax MeTO[OB BU3yanusaumu,
a Takke ans YCOBEPLUEHCTBOBAHMS npoueayp
MCMONb30BaHNS, U3yYeHUs U NnaHMpoBaHust 3arpysku; (6)
pacyeT n co3gaHne 6a3nCHbIX 3HaYeHWI (HanpuMep, CpeaHsis
nosa notpebneHns) Ana  ApYrux - yypexaeHun  un (B)
pas3paboTKy M ynydweHne paboTbl KOMMYHANBHOIO CEKTopa
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Data for purposes beyond the aforementioned Intended
Use, Personal Data will be anonymized. The anonymiza-
tion of Personal Data will be Processed in the Database.

2.2 Certain applications or application features (e.g.
teamplay Images) may be classified as a medical device in
certain jurisdictions. Otherwise teamplay is not a medical
product. TEAMPLAY IS NOT INTENDED FOR PRIMARY
DIAGNOSIS, AND IS NOT INTENDED FOR DETAILED
TREATMENT PLANNING OR TREATMENT OF PA-
TIENTS. The Services are not intended to replace clinical
decisions, provide medical advice or endorse any particu-
lar radiation plan or treatment regimen. The patient’s med-
ical professionals are solely responsible for and must rely
on their professional clinical judgment when deciding how
to plan and provide treatment. teamplay or the Services
are not a substitute for Institution’s primary data sources
and are not for use in the diagnosis of disease or other
conditions, or in the cure, mitigation, treatment, or preven-
tion of disease. Siemens or Siemens Healthcare are not
authorized or qualified to engage in activities that may be
construed or deemed to constitute the practice of medi-
cine.

2.3 teamplay is provided exclusively for use by Individual
Users upon online registration and acceptance of the Pri-
vacy Notice, for use in their course of professional activities
only.

2.4 Upon installation, the Receiver will Process the extrac-
tion of Data from the connected devices or will be ready to
Process Data being pushed by Individual Users and per-
form Data minimization, according to the settings of the
Receiver and upload Data to the Database.

3. Registration

3.1 The Institution shall control access of Individual Users
to teamplay. The Institution agrees that teamplay is propri-
etary to Siemens and the Institution shall not grant access
to teamplay to competitors of Siemens.

3.2 The Institution further agrees and ensures that each
Individual User shall:

a. Register prior to using teamplay by entering all user in-
formation requested as part of the registration process and
by accepting the Privacy Notice;

b. Not use pseudonyms or pen names;

c. Provide only accurate and complete information for reg-
istration purposes ("Registration Data");

d. Correct the Registration Data without undue delay in the
event of any changes in the Registration Data;

e. Provide adequate proof to verify his or her Registration
Data if so requested by Siemens, with the acknowledg-
ment that Siemens may disable access to an Individual
User account until receipt of such proof;

N NPUNOXEHWN ANA YCOBEPLUEHCTBOBAHNS CUCTEM BOMbHULbI
W nevyeHns nauueHToB. [lepcoHanbHble [AaHHble OyayT
obesnnyeHbl B cnyvyae O6paboTkM AaHHbIX  KOMMaHWEN
«CumeHc 3gpaBooxpaHeHney Ons uenen, Kotopble BbIXoasaT
3a pamku [NpeaycMOTpeHHOro npumeHeHus. lNepcoHarnbHble
JaHHble OyayTt obesnuumBaTtbea npu O6paboTke B base
OaHHbIX.

2.2. OnpegeneHHble MPUNOXEHUA UNN X XapaKTEPUCTUKN
(Hanpumep, teamplay Images) MoryT ObITb
KnaccuduumMpoBaHbl B KayecTBe MeAMLMHCKOro usgenus B
HEKOTOpbIX pucaukuusax. B uHbIx cnyyasx nnaTtdopma
teamplay He 4BnfeTcA  MEOWLUMHCKAM  MPOAYKTOM.
MMAT®OPMA TEAMPLAY HE TMPEOHA3HAYEHA ONA
MOCTAHOBKWM NMEPBNYHOIO AWMAIHOSA N TAKXKE HE
MPEOHA3HAYEHA ON1A OETANBHOIO MIAHMPOBAHNA
JIEMEHVUA WNU NEYEHUA TIAUMEHTOB. Ycnyru He
npegHasHaveHbl Ans  3aMeHbl  KIMHUYECKUX  peLLeHun,
npegocTaBneHMs  MeOUUMHCKUX — peKoMeHdauum  unu
YTBEPXAEHNS MNporpaMMbl  paguoTepanun WM CXeMbl
neyeHus. MeauuUHCKME COTPYOHUKM HECYT €AUHOMUYHYHO
OTBETCTBEHHOCTb M 00sA3aHbl  nonmaratbCd  Ha  CBOKO
NpodeCcCnoHanbHy0 KIMHUYECKYI0 OLEHKY Npu MPUHATUN
peleHns O NnaHMpoBaHWM U NPedoCTaBieHUN  fNeYeHus.
Mnatdopma teamplay nnm Ycnyrm He €BRSKOTCA 3aMeHOW
OCHOBHbIM ~ UCTOYMHMKaM  [aHHbIX  Y4YpexaeHus U He
npegHasHayeHbl AN OMArHOCTUKM OonesHerl unu Opyrux
COCTOSIHUI, a Takke NS u3nedveHus, , ocnabneHns, nevyeHus
unn npepoTepalleHnss 6onesHn. KomnaHum «CumMeHc»
n «CumeHc 3gpaBooxpaHeHne» He UMetoT npasBa NpUHUMaThb
yyacTne B Tex BuAax AEATENbHOCTWU, KOTopble MOryT ObiTb

WCTONKOBaHbl UMW BOCMPUHATBLI, Kak  MeAuuMHCKast
OeATenbHOCTb.

2.3. Mnatdopma teamplay npegocraenseTca
UCKMIOYNTENBHO  And  ucnomnb3oBaHus  OTAenbHbIMK
nonb3oBaTensiIMM MOCMNE OHMNAaNH-PErncTpauun U NPUHATUS
YBegomneHmss O  KOHUOEHUMANbHOCTM  TOMbKO  AnNS

NpYMeHeHUsl B CBOEWN NPodeCCMOHanbHON NpakTuke.

2.4. MNocne yctaHoBku [Mony4aTtene ussnedveT [aHHble 13
NOAKMYEHHbIX ycTponcTe unu byget rotoB k ObpaboTtke
AaHHbIX, NpegocTaBneHHbIXx OTAenbHBIMU MOMb30BaTENSAMY,
oCyWwecTBMT  MWHUMM3aUMO  [daHHbIX B COOTBETCTBUM
c HacTponkammn [lonyyatena w 3arpy3uT [aHHble B Basy
OaHHbIX.

3. Pernctpauusn

3.1. VYupexgeHune o06s3yeTca KOHTpONMpoOBaTb AOCTYnN
OtgenbHbiXx  Momnb3oBaTenen  k nnatcgopme  teamplay.
Y4ypexgeHne cornacHo c Tem, 4YTo npaBa Ha nnatgopmy
teamplay npuHagnexat komnaHum « CUMeHeC», n YupexgeHue
0053yeTcsa He NpedoCcTaBNATb AOCTYN K NnaTdopme teamplay
KOHKypeHTaM KoMnaHum « CUMEHC».

3.2. YuypexgeHue TakkKe rapaHTupyer,
OTaenbHbIf nonb3oBaTtenb 064a3yeTcs:

a) 3aperMcTpupoBaThCs Nepes UCrNonb30BaHNEM NnaTtopMbl
teamplay nyTem BHeceHus BceX AaHHbIX O Mornb3oBaTere,
KoTopble TpebylTCcsA B paMKax perMcTpaumMoHHOro npoLecca,
W NyTem NpUHATUS YBegOMMNeHMs 0 KOHUAEHUNANbLHOCTY;
6) He ncnonb3oBaTb NCEBAOHUMbI UMW NPO3BUILLA;

B) NpefocTaBnsiTb TOMbKO TOYHbIE M MOMHbIE AaHHble AnS
perncrpaummn (ganee «PernctpaunoHHble AaHHbIEY);

r) CBOEBpPEMEHHO KoppekTupoBaTb PeructpaunoHHble
JaHHble B Cnyyae UX U3MeHeHWs;

[) NnpegocTaBnsaTb HeobxoauMble NOATBepXaatoLme cBeaeH s
Ons NpoBedeHUst NPoBePKN PerncTpaunoHHbIX AaHHbBIX, ecriu
TakoBble OyayT 3anpolleHbl komnaHuen «CUMEHC», C y4eToM
TOoro, 4to KomnaHus «CumeHC» wWMeeT npaBO oOTkasaTb
B gocTyne nobomy OTaensHOMY Nonb3oBaTento A0 NofyyYeHus
Takux NoATBEPKOALLUNX CBEAEHWN;

YTO KaxkabIn

page 3 of 23



f. Keep his or her password secret at all times, and avoid
disclosing such password to any third party or to Siemens
(Siemens will not ask for any passwords at any time);

g. Only establish one (1) user Account and may not share
such account with any other user or any other individual;
and

h. Be responsible for the contents of all information posted,
submitted or otherwise disclosed by such Individual User.

4. Restrictions on Use

4.1 teamplay shall not be used for any purpose that is un-
lawful or prohibited by this MSA. The Institution shall com-
ply, and shall ensure that its Individual Users comply, with
all applicable laws, treaties, regulations and third-party
rights, including, without limitation, those local, state, na-
tional and foreign laws related to data privacy, international
communications, the transmission of technical or personal
information, and government regulations. The Institution is
solely responsible for the use or the misuse of teamplay by
Individual Users.

4.2 The Institution shall be responsible for obtaining and
maintaining technical equipment, resources and other re-
quirements needed to access and use teamplay, including
but not limited to computer hardware, software, communi-
cation devices and internet access ("Equipment”). For the
avoidance of doubt, Equipment does not include the Re-
ceiver. Any costs arising out of or in connection with the
Equipment shall be borne by the Institution.

4.3 Without limiting the foregoing, Siemens may disable,
restrict access to or the availability of teamplay if it deter-
mines any of the restrictions on use have been violated.
Siemens may also delete any content, information or other
material that Siemens deems to be illegal, offensive or oth-
erwise in violation with this MSA.

4.4 If the Institution installs Receivers at affiliated institu-
tions outside of the country where the Institution is located,
the Institution holds Siemens and Siemens Healthcare
harmless from any damages resulting from breaches of the
law applicable to such affiliated institution. Siemens is pre-
pared to request from Siemens Healthcare to enter into a
data processing agreement with such affiliated institution.

4.5 The Institution shall limit access to Services being clas-
sified as a medical device (e.g. teamplay Images) to Indi-
vidual Users having been trained with respect to the use of
such Service. The Institution shall ensure that Individual
Users understand the instruction for use being accessible
in teamplay.

e) Bcerga CoxpaHsTb B TalHe CBOV naponb u usberatb
packpbITUs Takoro napons nobbiM TpeTbuMm nuuam unm
koMmnaHmn «CumeHc» (komnaHus «CuMMeHC» HuKkorga He
OyneT 3anpalumBaTth Baluv naponu);

X) cosgaBaTb TONbKO 1 (0O4HY) NONb30BATENbLCKY YYETHYIO
3anMcb M He UCMOMb30BaTb €e COBMECTHO C Kakumu-nnbo
ApyrMmu nonb3oBaTensamu unu nuuamm un

3) HecTu OTBETCTBEHHOCTb 3a CcoAdepXaHue  BCen
nHdpopmauun, koTopyto Takonm OTaenbHbI Nonb3oBaTenb
ny6nukyeT, NpefocTaBnseT Unn packpbiBaeT UHbIM o6pa3om.

4. OrpaHnyYeHue UCNOJIb30BaHUA

4.1. Nnatdopma teamplay He BygeT ucnonb3oBaTbCs ANs
uenemn, KOTopble ABMAIOTCS HE3AKOHHLIMW UMK 3anpeLyeHbl
HacTtoswmum T[CIY. YupexgeHne o065a3yetca cobnogaTb
n rapaHtTupyet, 4yto ee OTaenbHble NOMb30BaTENU TaKke
Oyoyt cobniogatb BCe AENCTBYHOLUME 3aKOHbI, [AOroBOPbI,
NOMOXeHWs 1 NpaBa TPeTbUx NuL, BKMYas, cpean npo4yero,
MECTHblEe, rOCy4apCTBEHHbIE, HAUMOHAINbHbIE U MHOCTPaHHbIE
3aKOHbl, CBfi3aHHble C KOHMUAEHUMANbHBIMW  AaHHBIMMU,
MeXOyHapoaHbIMW  CBA3AMM, nepefayvyernt  TeXHUYECKUX
M NepcoHanbHbIX [AaHHblX, a Takke MpaBUTeNnbCTBEHHbIE
NMOCTaHOBIEHMS. YupexgeHve €OUHOINYHO HeceT
OTBETCTBEHHOCTb 3a WUCMOMb30BaHME WNM HeHaanexallee
ucnonb3oBaHne OTAenbHbIMU NOMbL30BaTENAMN NNATHOPMbI
teamplay.

4.2. YdpexgeHune HeceT OTBETCTBEHHOCTb 3a MoslyyeHue
n obcnyxmBaHue TexHU4eckoro o6opyaoBaHMS, PecypcoB
W BbINONHEHNEe Apyrux TpeboBaHui, HeobxoaMMbIX AOns
nonyyeHus ocTyna u ucnornb3oBaHus nnatdopmel teamplay,
BkItoyas 6e3 orpaHMyeHust KOMMbOTEPHOE 06OpydoBaHMWeE,
nporpaMMHoe obecneyeHue, KOMMYHUWKaLMOHHbIEe
ycTponcTBa n gocTyn B NHTepHeT (nanee —
«O6opygosaHue). Bo nsdexanune comHennn ObopyaosaHue
He BkmovaeTr Bceba [lonyyatens. Jliobble pacxofbl,
BO3HuKatowme B cBa3n ¢ O6opyaoBaHneM, KOMMNEHCUPYOTCA

YupexgeHmem.
4.3. be3 ywepba p[na  BbILEU3NOXKEHHOTO  KOMMAHUS
«CUMEHC» MOXeT OTKIIoYUTL UK OorpaHnynTb OO0CTYyn

K nnatdopme teamplay, ecnu OygeT ycTaHoBreH akT
HapyLeHusa ee ncnonb3oBaHns. KomnaHnsa « CUMeHc» MoxeT
Takke yganatb nobon KOHTEHT, MHopMauuilo unu apyrue
mMaTtepuanbl, KOTOpble OHa MNOCYMTAET HE3aKOHHbLIMU,
oCKOpOMTENbHBIMU UMM MHBIM  06pPasoM  HapyLuaLwmMmMm
nonoeHus Hactosuwiero FCIy.

4.4. Ecnn YdypexgeHve ycTaHasnueaeT [lonyyatenu
B adpdUNMpoBaHHbIX YyYpexaeHusx 3a npegenamu CTpaHbl,
roe Haxogutcst camo YupexaeHue, TO OHO rapaHTupyet
koMnaHusim  «CumeHc» 1 «CuMeHc 3ppaBooxpaHeHue»
KoMneHcaumio noboro yuwepba, HAHECEHHOro B pesyrnbTaTe

HapyLleHUs 3akoHoOaTenbCTBa, MPUMEHUMOTO K  Takum
addunmpoBaHHbIM  yupexaeHnem. KomnaHus «CumeHc»
rotoea TpeboBaTtb oT KOMMaHWK «CunmeHc

30paBooxpaHeHne» 3aknounTb cornaweHme o6 obpaboTke
AaHHbIX C TakuM adpPUNMPOBaHHBIM YYpeXXaeHneMm.

4.5. YupexpgeHue o00a3yeTcs NpegocTaBnATb  AOCTynN
K Ycnyram, KoTopble KnaccuduuMpyroTcsl Kak MeauuUHCKMe
nsgenuns (Hanpumep, teamplay Images), TOMbKO Tem
OTgenbHbIM nosib3oBaTtensam, KoTopble 6bInu
MPOUHCTPYKTUPOBAHbI OTHOCUTESTbHO UCMNOJS1b30BaHUA Takomn
Ycnyru. YupexaeHue npocnegut 3a TeM, 4tobbl OTaenbHble
nonb3oBaTtesnin NOHMMaKT WHCTPYKUMKU NO MCNOJSb30BaHUIO,
KOTopble AOCTYNHbI Ha nnaTtgopmMe teamplay.
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5. Subscriptions

5.1 Siemens offers various types of Subscriptions. Basic
and Trial Subscriptions are provided at no cost and may be
upgraded by the Institution to a Paid Subscription with pre-
mium subscription packages and/or subscription-based
features subject to additional fees. Please contact a Sie-
mens sales representative with regard to Paid Subscrip-
tions.

5.2 Siemens will provide an offer for installation and/or con-
figuration services upon request at Institution's cost. Sie-
mens’ support regarding the Receiver, teamplay and the
Database are dependent on the type of Subscription.

6. Responsibility for Personal Data

6.1 Some of the Data provided by the Institution may qual-
ify as Personal Data as regulated by the Law of the Repub-
lic of Kazakhstan on Personal Data and its Protection
dated 21 May 2013. In this regard, the Institution shall com-
ply with its obligations as Controller under any and all ap-
plicable local and/or European Union data protection laws
and regulations as well as with all applicable professional
and criminal law requirements for the protection of profes-
sional secrecy, including medical confidentiality, in con-
nection with this MSA.

6.2 Siemens Healthcare will Process Personal Data pro-
vided by the Institution as part of the provision of the Ser-
vices. In contrast, Siemens will not Process Personal Data
provided by the Institution. Siemens waives any right or ti-
tle or interest it may have to Process such Personal Data
unless the Institution permits Siemens to Process such
Personal Data, in which case the Institution and Siemens
will have to enter into an appropriate contract or other legal
act under Union or Member State law in accordance with
applicable data protection law.

6.3 Siemens does not make any warranties or representa-
tions regarding any Data provided or made available by
any Individual User on teamplay or on any external website
linked to it. Siemens does not warrant or represent that any
such Data is true or accurate, or that it fulfils or serves any
particular purpose.

6.4 The Institution shall report to Siemens any activities of
any other user of teamplay which violate applicable laws
and/or any of these terms.

7. Ownership; Third Party Licenses; Use Rights; Feed-
back

7.1 Siemens Healthcare and/or its licensors own all legal
right, title and interest in and to the Services, and any soft-
ware provided to the Institution as a part of and/or in con-
nection with teamplay ("Software"), including any and all
intellectual property rights that exist therein, whether reg-
istered or not, and wherever in the world they may exist.
The Services and Software contain proprietary and confi-
dential information that is protected by applicable

5. Moanuckun

5.1. KomnaHusa «CrumeHc» npegnaraeTt pasnuyHblie BapuaHThbl
Mognucok. basosas u NpoGHas NoaANMCKN NpeaocTaBnsTCA
OecnnaTHO C BO3MOXHOCTbIO nepexoga Ha [naTHyto
noanucKy C NpeMuym-naketamm unvM  OONOSIHUTENbHBIMU
YHKUMSIMK, KOTOpble MpefnararTcs 3a LOMNONHUTENbHYH
nnary. MoxanywncTa, CBS)KUTECH C TOProBbIMU
npeactaBuTenammn  komnaHum «CuMMeHC» No  BOMpOCy
[MnaTHOW nognucku.

5.2. Mo 3anpocy komnaHusa «CMMeHC» NPeanoXuT ycrnyru no
yCTaHOBKE W/Mnn KOHdUrypauum, KoTopble OnfiavynBaloTcst
YupexgeHnem. [logaepxka, oOKasbiBaemMasi KoMMNaHuen
«CumeHc» B oTHoweHwuun MNonyyartens, nnatdopmbl teamplay
1 basbl gaHHbIX, 3aBucKuT oT TKna lNoanucku.

6. OTBeTCTBEHHOCTb 3a [lepcoHanbHbIe AaHHbIe

6.1. HekoTtopble [laHHble, NpefocTaBnsemble YupexaeHvem,
MoryT kBanuduumposatbcst kak lNepcoHanbHble AaHHbIe B
cooTtBeTcTBUM ¢ 3akoHoM Pecnybnukn Kasaxctan Ne 94-V ot
21 masa 2013 roga «O nepcoHarnbHbIX AaHHbLIX U UX 3aLLUTEN.
B cBa3n c atum YupexaeHne oba3yeTcs BbINOMHATL CBOU
obsazaTenbcTBa B kKayecTBe KoHTpornepa B COOTBETCTBUMU CO
BCEMM AeNCTBYOLUMN MECTHBIMM 3aKOHaMM U NONOXEHNAMMN
W/vnu 3akoHamMM UM NOMOXEHUAMW MO 3aluTe  OaHHbIX
EBponenckoro Coto3a, a Takke B COOTBETCTBMM CO BCEMU
OeicTByoLWUMHN npodeccnoHanbHbIMK N YronoBHbIMU
3aKoHodaTenbHbIMU TpeboBaHuAMU no 3awmre
npodeccroHanbHOW TalHbl, BKMOYas BpayebHylo TaviHy,
B pamkax Hactosero 'Cl1Y.

6.2. KomnaHuns «CumeHc 3gpaBooxpaHeHue» Ob6paboTaeT
MepcoHanbHble AaHHble, NpefoCcTaBrieHHble YupexaeHuem
B pamkax npegoctaBneHus Ycnyr. A komnaHuss « CUMeHCy,
HanpoTuB, He B6yaet ObpabaTbiBaTh lNepcoHanbHble AaHHbIE,
npegocTaBneHHble  YypexaeHneMm. Komnanusi «CumeHc»
OTKasblBaeTcsa OT nobbix NpaB unu MHTepeca B OTHOLLEHWUU
O6paboTkn Takmx NepcoHanbHbIX AaHHbIX, KPOME Cry4vaes,
korga VYupexgeHue paspewaeT koMnaHun  «CumeHc»
Ob6pabaTbiBaTb TakuMe [lepcoHanbHble [AaHHble, W Toraa
YupexpgeHue v KkomnaHua «CUMeHC»  OOMKHbl  OyayT
3aKMOYUTbL  COOTBETCTBYIOLLMA  KOHTPaKT wnu  Apyromn
3aKOHHbIN akT cornacHo 3akoHy EC wunu cTpaHbl-uneHa
B COOTBETCTBUM C AENCTBYIOLWMM 3aKOHOM MO  3awuTe
OaHHbIX.

6.3. KomnaHua «CumMeHC» He faeT HUKaKUX rapaHTui u He
AenaeT HUKakuX 3asiBNIEHUA B OTHOLUEHUM MOObIX [daHHbIX,
npegocTtaeneHHblx  OTAenbHbIM — nonb3oBatenemMm  Ha
nnatcgopme teamplay unu no6omM NOAKNHOYEHHOM BHELLHEM
Beb-cante. Komnauuma «CuMeHC» He rapaHTupyeT W He
3asaBnseT, 4YTO0 Takue [aHHble SABMAAKTCS NpaBAMBLIMMI
N TOYHBIMU UIN YTO OHM CRYXaT KakoW-TO KOHKPEeTHOW Lenu
NGO BLIMOMHSIIOT KaKyo-nNnbo dyHKUMIO.

6.4. YupexgeHue oba3yeTcsa coobiatb komnaHum « CUMEHC»
O OencTBusix nboro Apyroro nonb3oBaTens nnatgopMbl
teamplay, KoTopble HapyLwatT AencTeytoLlee
3aKOHO4ATENbCTBO U/MNK NMobbIe U3 HACTOALLMX YCIOBUIA.

7. NMpaBa coGCTBEHHOCTU, CTOPOHHUE NULIEH3UU, NpaBoO
nonb30oBaHuA, obpaTHasA CBA3b

7.1. KomnaHus «CumeHc 3gpaBooxpaHeHue» wu/unm ee
nMueHsnapbl 0bnagarT BCEMU HOPUAMYECKMMM MpaBaMu Ha
Yenyru 1 noboe nporpaMMHoe obecneyeHue,
NPELOCTaBIEHHOE  YUpeXOeHWio B paMkax  nrnatdopmbl
teamplay wwnn BcCBA3M cHen (ganee — «[lporpammHoe
obecneveHney), BKMOYas BCe COMyTCTBYHOLME MpaBa Ha
WHTENneKTyanbHyt0 COBCTBEHHOCTb, Kak 3aperMcTpupoBaHHble,
TaK 1 He 3aperncTpMpoBaHHble, BHE 3aBUCMMOCTU OT MecTa KX
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intellectual property and other laws. Neither the Institution
nor any third party shall obtain any express or implied
rights in or to any part of the Software.

7.2 The use of teamplay may be subject to further license
conditions for software that may be required by licensors
of Siemens Healthcare. Siemens will make such additional
license conditions available upon request. All title and in-
terest to any such software shall remain with the licensors.

7.3 For the avoidance of doubt, Siemens and Siemens
Healthcare do not claim ownership of Personal Data sub-
mitted or made available by the Institution or Individual Us-
ers. The Institution hereby grants to Siemens Healthcare
the perpetual, non-exclusive, worldwide, irrevocable, roy-
alty-free, unlimited, transferable and sublicensable right to
use, import, modify, copy, transmit, display, reproduce,
sublicense, aggregate, compile, decompile, manipulate,
supplement, adapt, translate and create derivative works
of the Network Data.

7.4 In the event the Institution, in connection with any of
the Services, communicates suggestions for improve-
ments relating to teamplay ("Feedback"), Siemens and
Siemens Healthcare shall be entitled to use Feedback in
its discretion and without restriction.

8. Term and Termination

8.1 Each Institution Account and the term of the MSA shall
begin as of the date when the Institution Account is acti-
vated by Siemens or Siemens Healthcare and shall remain
in full force and effect for an unlimited period of time but
only as long as and to the extent the MSA entitles the In-
stitution to permit its Individual Users to use teamplay and
as long as at least a Basic Subscription is activated. An
active Institution Account is required to affiliate with Indi-
vidual Users. Each affiliated Individual User shall register
for an user account which may be terminated by the Indi-
vidual User at any time without cause by providing notice.
Siemens may terminate each User Account without cause
by giving thirty (30) days written notice.

8.2 Siemens may terminate the Institution's Account or
parts of the Services with immediate effect upon notice in
case of a material breach of this MSA by the Institution or
its Individual Users that is not cured within thirty (30) days’
notice of such breach. In addition, Siemens shall be enti-
tled to cause Siemens Healthcare to delete Data posted or
submitted by the Institution (respectively its Individual Us-
ers), issue a warning, and/or block access to teamplay until
such material breach is cured.

HaxoxaeHus. Ycnyru u [MNporpammHoe obecneveHne coaepxat
KOMMEPYECKYH0 W KOH(buaeHUmaneHyo nHdopmaumio, Kotopas
3awyieHa  OenCTBYHOLWMMM  3akOHaMy O 3alumTe  npas
WHTENMneKTyanbHOW COBCTBEHHOCTV W ApPYrMMM 3akoHamu. Hu
YupexnaeHve, HU kakas-nbo TpeTbsi CTOPOHA He MOonyyuT
HUKaKMX SIBHO BbIPXXEHHbBIX UMW NoApa3yMeBaeMbiX NpaB HK Ha
Kakyto YacTb [MporpammHoro obecnedeHms.

7.2. Wcnonb3oBaHve nnatgopmbl teamplay = moxeT
NOAYNHATLCS apyrum NNLEH3VOHHbIM yCroBusiM
nporpaMMHoro obecneyeHusi, KoTopble MoryT TpeboBaTbcs
nuueHsvapamu komnaHun «CumeHc 3apaBooxpaHeHue».
Komnanunsi «CuMeHc» npegocTaBUT TakMe AOMONHUTENbHbIE
NMLUEH3NOHHbIE ycnoBusa no 3anpocy. Bce npaBa Ha Takoe
nporpaMmmHoe obecrneyeHve OCTaHyTCs y NMLEH3MAapOB.

7.3. Bo wus3bexaHne CcOMHeHuNr, koMmnaHum «CuUMeHc»
n «CnmeHc 3gpaBooxpaHeHue» He OyayT npeTeHAoBaTb Ha
npaBo cobBCTBEHHOCTM Ha [lepcoHamnbHble  AaHHble,
npegocTaBneHHble  YupexaeHuvem  unn  OTAenbHbIMK
nonb3oBaTensaMn. YupexaeHve HacTosLWMM npefocTaBnset
komnaHun «CumeHc 3pgpaBooxpaHeHue»  BeccpouHoe,
HeucknouuTensHoe, BCEMUpPHOE, 6e30T3bIBHOE, He
TpebytoLiee NULEH3NOHHbIX OTYMCINEHUIN, HEOrpaHWYEHHOE,
nepegaBaemMoe n cybnuueHanpyemoe npaeo Ha
MCMONMb30BaHWe,  MMMOPT,  W3MEHEHWe,  KOMupoBaHue,
nepepady, OEeMOHCTpaLuio, BOCMNpon3BeaeHue,
cybnuueHsmpoBaHue, obbenmHeHue, KOMNUNSLMIo,
OEKOMNUMSALUMIO, MaHUNYNAUWIo, [AOMONHEeHWe, ajanTauuio,
nepeeBog W co3gaHne npousBogHbIX paboTr n3 CeTeBbix
OaHHbIX.

7.4. Ecnn YdypexgeHue BCBA3M C Ycnyramu BHeceT
npeanoXxeHusa no ynydweHunto nnatgopmbl teamplay (ganee
«ObpaTHasa cBA3b»), TO komnaHum «CumeHc» u «CumeHc
3apaBooxpaHeHune» ByayT MMeTb NPaBo UCMONb30BaTb TaKyHo
O6paTHyto cBSA3b 6e3 OrpaHNYeHNn MO CBOEMY YCMOTPEHMIO.

8. Cpok felMcTBUA U aHHYNUpoOBaHue

8.1. Kaxpgas YdyeTHasa 3anucb Y4YpexaeHust n HacTosLiee
FCIMY HayHyT pgenctBoBaTb C AaTbl akTuBauuMm Y4eTHOW
3anucu YypexaeHuss komnaHmen «CumeHcy» unu «CrumeHc
30paBooxpaHeHne» N OCTaHyTCs B cune Ha
HeonpeaeneHHblli NeEpUO BPEMEHU, HO He Bornee cpoka, Ha
KoTopbii HacToswee [CIY paeTr npaBo YupexaeHuto
paspelaTtb CBOUM OTaenbHbIM nonb3oBaTensm
ncnonb3oeatb nnatopmy teamplay, 1 Ha nepuog akTmeauum
Kak MuHMMym Basoson nognucku. AKTuBHas Y4yeTHas 3anucb
YupexgeHus Tpebyetca ans npucoeauHeHuss OTaenbHbIX
nonb3oBaTtenen. Kaxgbin NPUHATBIN OT1penbHbIN
nonb3oBaTenb 006sa3aH 3aperncTpmpoBaTtb
Monb30BaTENbCKYI0 YYETHYI 3anucb, KOTopast MoXeT ObiTb
aHHynupoBaHa OTaenbHbIM Nonb3oBaTtenem B Nnobdoe Bpems
6e3 06bACHEeHNS NPUYMH NO NPEAOCTABIEHUIO YBEAOMIIEHMS.
Komnanusi «CMeHC» MOXeT aHHynMpoBaThb M0y YUeTHyio
3anucb 6e3 06bACHEHWSA MPUYMH, NPE4OCTaBUB yBEAOMIIEHNE
06 aTom 3a 30 (TpmauaTtb) OHEN.

8.2. KomnaHns «CuMeHC» MOXeT aHHynMpoBaTb YYETHYH
3anMcb YupexaeHus unv npekpaTuTb okasaHue Yactu Ycnyr
C HEMEANEHHbIM BCTYNSEHNEM B JencTteme nocne
npenocTaBneHns yBeOOMIIEHUS, eCnN YupexaeHue nnm ero
OTgenbHble  nomnb3oBaTenM  3HAYUTENMbHO  HapyLunu
nonoxexus Hactoswero CMY u 310 HapyweHue He Obino
ucnpaesneHo B TeyeHne 30 (Tpyuauatv) OHen  nocne
npenocTaBneHns yBeAOMIIEHUS O TakoM HapylleHun. Kpome
Toro, komnaHus «CumeHc» BnpaBe 0053aTb KOMMAHWUIO
«CnmeHc 30paBooxpaHeHme» yoanutb [aHHble,
onybnnkoBaHHble MM NpefocTaBeHHble YypexaeHnem (u,
COOTBETCTBEHHO, ero OTgenbHbIMU  nonb3oBaTensmu),
npegocTaBuTb  npegynpexneHne wu/vnn  3abnokmposaTtb
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8.3 Siemens may also terminate the Institution's Account
or (parts of) the Services with immediate effect upon notice
(a) if any of the Services is not in conformity with applicable
laws and legal conformity cannot be ensured within a rea-
sonable time, or the establishment of such conformity
would be unduly burdensome or otherwise unlawful for
Siemens, or (b) in order to comply with applicable law or
requests of governmental entities, or (c) if Siemens' or Sie-
mens Healthcare’ relationship with a third party who pro-
vides services or any other technology necessary to pro-
vide teamplay to the Institution expires, terminates or re-
quires Siemens to change the way of use of such services
or other technology as part of teamplay provided Siemens
provides at least thirty (30) days’ notice or similar means
of communication in such event to the extent possible and,
if such notice is not possible, to the extent Siemens pro-
vides as much notice or similar means of communication
as possible under the circumstances, or (d) Siemens is no
longer able to provide the Services due to circumstances
beyond Siemens' reasonable control, or (e) if Siemens has
decided to suspend or no longer offer teamplay by provid-
ing at least three (3) months prior notice.

8.4 Upon termination of the Institution's Account, Siemens
shall be relieved of any obligations to grant access to
teamplay and to provide any Services.

8.5 In the event of a legitimate termination for good cause
attributable to Siemens or termination by Siemens accord-
ing to section 8.3, the Institution shall be entitled to reim-
bursement of any prepaid fees covering the remainder of
the term of the Institution's Account after the effective date
of termination or unused portions of the Institution's Paid
Subscription(s). For the avoidance of doubt, in case of ter-
mination in accordance with sections 8.1 or 8.2, the Insti-
tution shall not be entitled to claim reimbursement of any
advance payments.

9. Modifications

9.1 Siemens may restrict, alter or reduce the Services, or
modify this MSA at any time by providing a revised version
of the MSA ("Revised Terms") in accordance with section
9.2 below.

9.2 Siemens will give the Institution at least six (6) weeks'
notice of any material modification of the respective terms
by sending an email or by giving notice in the teamplay
application. In case of a material modification, the Institu-
tion shall be entitled to terminate its Institution Account or
the respective Paid Subscription within six (6) weeks fol-
lowing the Institution’s receipt of notice of the Revised
Terms.

Joctyn k nnatcdopme teamplay Ao Tex nop, noka Takoe
3HauuTenbLHOE HapylueHne He ByaeT ucnpasneHo.

8.3. KomnaHua «CumeHC» MOXEeT Takke aHHynupoBaTb
Y4yeTHyl0 3anucb YupexaeHus unu (4acTUYHO) MpekpaTuTb
oKasaHue Ycnyr ¢ HeMeasneHHbIM BCTYNNeHMeM B CUny nocrne
npeaocTaBneHns yBegomneHms, (a) ecnm kakme-nnbo Ycnyru
HapyLalT AeNCTBYOLEe 3aKOHOAATENBbCTBO W BbIMOMHEHUE
TpeboBaHMI 3akoHoOaTenbCTBa HEBO3MOXHO obecneunTb
B pa3yMHble CPOKU, uUnn obecneyeHrne Takoro COOTBETCTBUSA
OyoeT HeonpaBOaHHO CHOXHBIM UMM  HE3aKOHHbIM AN
koMmnaHun «CumeHcy; nnu (6) onsa BbINONHeHMsA TpeboBaHui
OelCTByoLWero 3akoHogaTenbCTBa WNU rocyAapCTBEHHbIX
OpraHoB; unu (B) ecnun oTHOLWEHWS koMmnaHum « CUMeHC» unm
«CumeHc 3gpaBooxpaHeHne» C TpeTben CTOPOHON, KoTopasi
npenocTaBnsAeT ycnyrm unu mnobble apyrve TexHornoruu,
Heobxooumble  Ang npegocTaBneHns  YdpexaeHuto
nnatcopmbl  teamplay, 3akaH4MBalOT CBOe [JeWCTBME,
aHHynupytoTca unu TpebytoT, 4Tobbl kOoMNaHus «CuMeHC»
n3MeHuna cnocob UCNonb30BaHUA TakUX YCIyr wunu gpyrux
TexHonorun B pamkax nnartdopmel teamplay, npu ycnosuwu,
yTo KOoMnaHusa «CumeHc» He meHee 4Yem 3a 30 (TpuaguaTtb)

OHEeN npefocTaBuUT  yBeOOMIIEHME UMW aHarormyHoe
CpeacTBO KOMMYHUKaLMM, HACKONbKO 3TO BO3MOXHO B TaKOM
cuTyauumM, a ecnu Takoe YBeAOMIIEHME HEBO3MOXHO
npegocTaBuTb, TO  KoMnaHuss CumeHC  npegocTaBuT

yBeJOMIIEHNE UNN aHanornMyHoe CpencTBO KOMMYHMUKaLMK
Kak aT0  6ygeT  BO3MOXHO  MpU  CIOXMBLUMXCH
obcToATenscTBax; unu (r) ecnu komnaHus «CvMeHC» He
MoxeT 6Gonblie npegocTaBnAaATb Ycnyrm B pesynbraTe
00CTOATENBCTB, KOTOPblE HAXOAATCA BHE  pas3yMHOro
KOHTpOnsA koMnaHun «CUMeHC» He MOXET okasaTb BIUSHUE;
unu (e) ecnu komnaHusa «CrMeHc» pelumna NpuocTaHoBUTL
unu 6onblue He NpegnaraTte nnatdgopmy teamplay, HanpasuB
npeaBaputenbHoe yBeAOMIIeHMe He MeHee yeMm 3a 3 (Tpu)
mMecsua.

8.4. MNocne aHHynNUpoBaHUA Y4eTHOW 3anuncu Y4dpexaeHus
komnaHusa «CumeHc» 6yaeTt ocBoboxxaeHa oT obsizaTenbCcTBa
no npegocTaBneHnio docTtyna K nnatdopme teamplay
N OKa3aHWIo Kaknx-nmbo Ycnyr.

8.5. B cny4ae 3aKOHHOro aHHYNIMPOBaHUA NO BECKOWN NpU4MHe

CO CTOPOHbl KOMNaHun «CUMEHC» WNM aHHYNUMPOBaHMS
KomnaHuen «CumeHc» B COOTBETCTBMM C pasgernom 8.3
YupexgeHue OygeT uUMeTb MpaBoO  Ha  MofyyYeHue

KOoMneHcaumn mnbon CymMmbl, YNIavyeHHOW aBaHCOM 3a
OCTaBLUMICS Nepuog AeNCTBUSA YUYETHOM 3anucuy YupexaeHus
nocne gaTbl aHHYNMPOBAHWS, UM HEMCMOSb30BaHHbIX YacTewn
MnatHo nopnucku (-ok) YupexaeHus. Bo u3bexaHue
COMHEHMN B Cfyvyae aHHyNMpoOBaHWs B COOTBETCTBMU
¢ ycnosusimm pasgenos 8.1 unu 8.2 YupexaeHue OGygeT He
BrnpaBe TpeboBaTb KOMMNEHcaUMIO foObIX CYMM, YNia4yeHHbIX
aBaHCoOM.

9. BHeceHue usmeHeHUM

9.1. KomnaHusa «CUMEHC» MOXET OrpaHu4nTb, U3MEHUTb UMK
cokpatutb Ycnyrm nubo BHECTM WM3MEHEHUS B HacTosLlee
FCMNy (pnanee «V3MeHeHHble YCMOBMSA») B COOTBETCTBUU
c pasgenom 9.2 Huxe.

9.2. KomnaHma «CumeHC» npefocTaBuT YUpexaeHuto
yBeJoMIeHne 0 BHECEHUN N0ObIX CYLLLEeCTBEHHbIX U3MEHEeHUI
B COOTBETCTBYIOLLME YCMNOBUS HE MeHee 4yeM 3a 6 (LecTb)
Hedernb Mo 3MIeKTPOHHON NoyTe Uy HanpasuB yBeAOMIeHne
B NpunoxeHun teamplay. B cnyyae BHeCEHWs CyLLeCTBEHHbIX
nsMeHeHun YupexgeHne 6yget BnpaBe aHHynNUpPoBaTb
YyeTHyto 3anucb YupexaeHus wunu [lMnatHyto noanucky
B TeyeHne 6 (wectn) Hepenb nocrne nony4eHus
YupexgeHmem yBegomneHmst 06 MIaMeHeHHbIX yCroBusIX.
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9.3 Non-material modifications will be performed subject to
Siemens’ discretion and will be accessible by following a
respective link in the teamplay application.

10. Data Backup; Uptime

TEAMPLAY IS NOT DEVELOPED FOR DATA BACKUP
AND DOES NOT SUBSTITUTE ANY BACKUP OR STOR-
AGE SYSTEM FOR ELECTRONIC OR HEALTH DATA. IT
IS WITHIN THE INSTITUTION'S RESPONSIBILITY TO
KEEP BACKUPS OF ANY AND ALL OF THE INSTITU-
TION'S DATA INCLUDING PERSONAL DATA.

It is technically impossible to achieve 100% availability of
teamplay and the Receiver. In particular, Siemens shall not
be responsible or liable, directly or indirectly, for any una-
vailability of teamplay or the Receiver caused by circum-
stances beyond Siemens' reasonable control, including
without limitation, acts of God, acts of government, flood,
fire, earthquakes, civil unrest, acts of terror, strikes or other
labor problems (other than those involving Siemens em-
ployees), or internet or cloud service provider failures or
delays. In the event of planned downtimes, Siemens will
provide prior notice as soon as reasonably feasible.

11. Limitation of Liability

11.1 Siemens' liability for damages caused by slight negli-
gence, irrespective of its legal ground, shall be limited as
follows:

a. Siemens shall be liable up to the amount of the foresee-
able damages typical for this type of contract due to a
breach of material contractual obligations;

b. Siemens shall not be liable due to a slightly negligent
breach of any other duty of care applicable.

11.2 The aforesaid limitations of liability shall not apply to
any mandatory statutory liability, in particular to liability for
culpably caused injuries of life, body or health. In addition,
such limitations of liability shall not apply if and to the ex-
tent Siemens has assumed a specific guarantee.

11.3 Sections 11.1 and 11.2 shall apply accordingly to Sie-
mens' liability for futile expenses.

11.4 The Institution shall be obliged to take adequate
measures to avert and reduce damages.

12. No Warranties

SIEMENS MAKES NO WARRANTIES, GUARANTEES
OR REPRESENTATIONS OF ANY KIND, EXPRESS OR

9.3. HecylecTBeHHble M3MeHeHust ByayT BHOCMTLCA MO
YCMOTPEHUIO KkOoMMNaHuM «CuMeHc» u ByayT OOCTYMHbl Mo
CCblfIKe B NpurioxeHun teamplay.

10. Pe3epBHoe
6e30TKa3HOM paboThbI

KonunpoBaHue AaHHbIX, BpemsA

MPUNOXEHWE TEAMPLAY HE TMPEOHA3HAYEHO AJ1A
PESEPBHOIO KOMWMPOBAHMA  OAHHBLIX W HE
3AMEHAET CUCTEMY PE3EPBHOIO KOINMPOBAHUA
NN XPAHEHWA SJIEKTPOHHBLIX UK MEOULUNMHCKNX
OAHHbBIX. XPAHEHME PESEPBHbLIX KOMWW BCEX
OAHHbBIX YYPEXOEHWUA, BKIMKOYAA TEPCOHAJIBHBIE

OAHHBIE, ABNAETCA OTBETCTBEHHOCTbBIO
YUPEXXOEHNA.

TexHuyeckn HeBO3MOXHO obecneuntb 100-npoUEHTHYO
JocTynHocTb  nmnatgopmbl  teamplay  um lMonyyatens.
B vacTHoOCTH, KoMnaHus «CumeHe» He HeceT

OTBETCTBEHHOCTW HanpsMyld WM  KOCBEHHO 3a nboe
OoTCyTCTBME  JdocTyna kK nnatgopme  teamplay  wnm
Monyyatenio no npuymHe OBCTOATENbCTB, HA KOTOpble
koMnaHus « CUMEHC» He MOXET OKa3aTb pa3yMHOro BMMSHNUS,
BkMoyass  6e3  orpaHuyeHunss  cTuxuiHble  6eacTsus,
NpaBuUTENbCTBEHHbIE  OEWCTBWS, HAaBOAHEHWE,  Moxap,
3eMreTpsiCeHne, rpaxxgaHcKne BOMHEHUS, TEPPOPUCTUYECKNE
aKTbl, 3a6acToBKM 1 apyrue TpyaoBbie Npobnemsl (Kpome Tex,
roe 3agencTeoBaHbl COTPYAHUMKM KOoMnaHum «CuMeHC»), a
TakKe 3a Hemnomnagku Unu 3afdepXku B paboTe nocrasLimka
WHTepHeT-ycnyr wunu  obnadvnbix  ycnyr. B cnyyae
3annaHnpoBaHHbIX NepuMoaoB paboToCNOCOBHOCTN KOMMaHUS
«CumeHc» npegocTaBUT NpenBapuTenbHOE YBEOOMIIEHUe
B KpaT4anlime pasyMHbl€ CPOKMU.

11. OrpaHu4YeHue OTBETCTBEHHOCTU

11.1. OTBETCTBEHHOCTb kKOMMNaHun «CumeHc» 3a yuiepb,
HaHeCeHHbIV B pe3ynbTaTe He3HauuTenoHoW HebpexHocTw,
BHE  3aBWCUMOCTM  OT  OPMAMYECKOr0  OCHOBaHMSA
orpaHnM4MBaeTCcs CreayLmnMm:

a) koMmnaHus «CMMEHC» HeceT OTBETCTBEHHOCTb B paMKax
CYMMbl nporHosvpyemoro yuwepba, TMAMYHOrO Ans TaKoro
poda cornalleHui, KOTOpbIA npousowen Mo Mpu4MHe
HapyLleHUs CYLLLEeCTBEHHbIX KOHTPAKTHbIX 0683aTeNbCTB;

6) komnaHms «CuMMeHC» He HeceT OTBETCTBEHHOCTU 3a
He3HauuTenbHoe HapylleHue nboro Apyroro NPUMEHNMOro
obsasaTenbcTBa.

11.2. BbllweykasaHHble OrpaHWYeHuss OTBETCTBEHHOCTU He
NPUMEHSIOTCA B OTHOLWIEHUW fobor  nNpegyCMOTPEHHOW
nMmnepaTMBHbLIMA HopMamu 3akoHoaaTenbCcTBa
OTBETCTBEHHOCTH, B YaCTHOCTW, B OTHOLUEHUN
OTBETCTBEHHOCTW 3@ BMHOBHOE MNPUYUHEHME Bpeda XU3HU
1 340pOBbIO. Kpome TOro, Takve orpaHuyeHus
OTBETCTBEHHOCTN He MPUMEHSAITCHA B Clydae M B npegenax
dencteua  ocobor rapaHTUWM, KOTOpYK npegocTaBnseT
KoMmnaHus « CUMeHC».

11.3. Pasgenbl 11.1 n 11.2 cooTBeTCTBYHOWMUM 0Opa3om
NMPUMEHSIIOTCA B OTHOLUEHUN OTBETCTBEHHOCTUM KOMMaHUK
«CumeHc» 3a HeuenecoobpasHble pacxodbl.

11.4. YuypexpgeHue 00a3yeTcsi MPUHSATbL a[eKBaTHbIE Mepbl
ONS npegoTBpalleHns 1 cokpalleHus pa3mepa yuepba.

12. OTcyTCTBME rapaHTUmn

KOMMAHUA « CUMEHC» HE OAET HUKAKMX FTAPAHTUW
1 HE OENAET HUKAKUX 3AABITEHUAU, ABHO
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IMPLIED, WITH RESPECT TO THE OPERATION, CA-
PACITY, SPEED, FUNCTIONALITY, QUALIFICATIONS
OR CAPABILITIES OF TEAMPLAY OR ANY GOODS
OR PERSONNEL RESOURCES PROVIDED HEREUN-
DER, INCLUDING, WITHOUT LIMITATION, ANY IM-
PLIED WARRANTY OF MERCHANTABILITY OR FIT-
NESS FOR A PARTICULAR PURPOSE, TITLE OR
NON-INFRINGEMENT.

SIEMENS DOES NOT WARRANT ANY PARTICULAR
RESULTS THAT MAY BE OBTAINED BY THE USE OF
TEAMPLAY OR THAT THE SERVICES OR ASSOCI-
ATED SYSTEMS WILL OPERATE IN AN ERROR-FREE
OR UNINTERRUPTED MANNER, OR IN COMBINATION
WITH THIRD PARTY PRODUCTS.

IN ANY CASE, THE INSTITUTION'S STATUTORY
RIGHT TO REDUCE THE FEES SHALL BE EXCLUDED.

13. Notices

13.1 The Institution will receive all required notices elec-
tronically by using that email address. It is the Institution's
responsibility to update or change its email address as ap-
propriate.

13.2 Notices to the Institution will be provided by email or
as notification within teamplay.

13.3 Unless otherwise stated, the Institution's notices to
Siemens shall be send by email to sup-
port.teamplay.team@siemens-healthineers.com.

14. General Provisions

14.1 This Agreement shall be governed by the laws of the
Republic of Kazakhstan excluding conflict of laws provi-
sions.

14.2 Exclusive place of jurisdiction shall be court of the Re-
public of Kazakhstan.

14.3 The Institution may not assign any of its rights or ob-
ligations hereunder, whether by operation of law or other-
wise, without the prior written consent of Siemens. Notwith-
standing the foregoing, to the extent permitted by law, Sie-
mens may assign rights and obligations relating to
teamplay in whole or in part, without the Institution's con-
sent, to its affiliate or in connection with a merger, acquisi-
tion, corporate reorganization, or sale of all or substantially
all of its assets not involving a direct competitor of the In-
stitution. Subject to the foregoing, this MSA shall bind and
inure to the benefit of the parties, their respective succes-
sors and permitted assigns.

14.4 In case any of the provisions of this MSA shall be held
to be invalid or unenforceable in any respect, the remaining
provisions shall remain in full force and effect.

BbIPAXKEHHbBIX U MOJPA3YMEBAEMBbIX,

B OTHOLWEHWWN PABOTbI, MOLLUHOCTW, CKOPOCTWU,
OYHKLUMOHATNIBHOCTW, KBANTMOUKALIAN

1 BO3MOXXHOCTEW NNIAT®OPMbl TEAMPLAY UIA
NOBbIX MPOOYKTOB N KAOPOBbIX PECYPCOB,
MPEOOCTABJEHHbLIX B 3TOW CBA3W, BKIMKOYAA BE3
OrPAHMYEHUA JTIOBbIE NMOAPA3YMEBAEMbIE
FTAPAHTUM B OTHOWEHWWN KOMMEPYECKOW
NPUTOOHOCTU N NPUTOOHOCTU AJTA
OMPEAENEHHOW LIENN, MPABA COECTBEHHOCTW
WM OTCYTCTBUA HAPYLLEHUA KAKUX-TMBO MPAB.

KOMMAHWA « CUMEHC» HE TAPAHTUPYET HUKAKNX
KOHKPETHbIX PE3YJIbTATOB, KOTOPbLIE MOTI'YT BbITb
MONYYEHbI NP NCMONB3OBAHUN MNMIAT®OPMbI
TEAMPLAY, A TAKXXE TOI'O, UTO YCNYTW NI
CBASAHHbLIE CUCTEMbI BYAYT PABOTATb
BE3OWMBOYHO, HEMNPEPBLIBHO I COBMECTHO

CO CTOPOHHUMW MPOOYKTAMW.

B MOBOM CITYHAE MNPEQYCMOTPEHHOE 3AKOHOM
MPABO YYPEXAEHWA HA CHWXKEHWE MNATEXXEWN
NCKNKOYAETCA.

13. YBegomneHus

13.1. VYupexpgenue Oyger nonyvatb Heobxogumble
YBEOOMIIEHUSA B 3MEKTPOHHOM BMAE MO 3MEKTPOHHOWM MouTe.
YuypexgeHne HeceT OTBETCTBEHHOCTb 3a W3MEHeHue Wnu
0BHOBrEHME agpeca CBOEN 3NEKTPOHHOM NOYTHI.

13.2. YBegomneHusa YupexaeHuto OyayT HanpaBnATbCcs Mo
3NEKTPOHHOM MOoYTe WM NpPefoCTaBNATbLCS B paMKax
nnatdopmbl teamplay.

13.3. Ecnn He yka3aHo MHoe, yBeAOMIeHns YupexaeHus ans
KoMnaHun « CMMeHC» JOSMKHBI OTNPaBASTLCA MO ANIEKTPOHHOWN
noyrte Ha agpec support.teamplay.team@siemens-
healthineers.com.

14. O6LWMme nonoxeHusa

14.1. HacTtosiwee CornaweHne perynupyertcs
3aKoHOAaTeNbLCTBOM Pecny6nuku KasaxcTaH, 3a
NCKMOYEHNEM NOSOXEHWU O KOMMM3NOHHOM Npase.
14.2. DKCKMIO3MBHLIM MECTOM  PacCMOTPEHUS
saBnsieTca cyabl Pecnybnukn KasaxcraH.

14.3. YupexaeHue He nmeeT npaBa nepefasaTtb Kakne-nubo
cBOM npaBa unu obsAsaTenbCcTBa MO HacTosALemy
cornalleHuio B COOTBETCTBMM C 3aKOHOOATENbCTBOM UMK
WHbIM 06pa3oM, He MONy4MB NpeaBapuUTENbHOE NMUCbMEHHOE
cornacMe oT komnaHum «CumeHc». Hesaupas Ha
BbILUEU3ITOXXEHHOE U MpU YCMOBUW, YTO 3TO He 3anpeLyeHo
3aKoHO4aTeNbCTBOM, KoMnaHus «CumeHc» MOXeT
MOMHOCTBID MMM  YacTMYHO nMepedaBaTb CBOM  Mpasa
n obs3aTeNbCTBA, CBA3aHHbIE € Nnatdopmon teamplay, 6e3
cornacus YupexgeHus CBOUM adrnnpoBaHHbIM
KOMNaHusM UNW B CBA3W  C NOTMOLIEHNEM, CIIUSHUEM,
peopraHu3auuen unuM npogaxen BCEX WNU 3HAYUTENbHOMN
YacTM CBOMX aKkTMBOB, FAe He 3afeiicTBOBaH nNpsiMOWn
KOHKYpeHT YupexgeHusi. C yyeTOM BbILLEU3NOXEHHOrO,
HacTosiwee CITY 6yget nmeTb 06sA3aTenNbHYO0 CUNY Kak ans
CTOPOH, TaK W Ans MX COOTBETCTBYHOLIMX HacrneaHWKOB
N paspeLUeHHbIX LLeCCMoHapuesB.

14.4. Ecnn kakoe-nnbo u3 nomnoxeHwun Hactoswero CIY
CTaHeT HEe3aKOHHbIM WU He MWMEeKLWUM WCKOBOW CWMbl
B MOOOM OTHOLIEHWW, TO OCTasnbHble MNONOXeHUst OyayT
MOMHOCTbI0 COXPaHATL CUMY M OEUCTBUE.

CropoB
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License Schedule: Receiver Terms
1. Definitions
1.1 "Agreement" shall mean this license schedule.

1.2 "Licensed Software" shall mean the software program
referred to as Receiver in Object Code format.

1.3 "Object Code" shall mean code for the Licensed Soft-
ware resulting from translation of source code into machine
readable format appropriate for execution by hardware.

2. License Grant

2.1 Subject to the terms of this Agreement, the Institution
is granted for the term of this Agreement and subject to an
active registration for teamplay, a non-exclusive, non-
transferable license to use the Licensed Software for the
Institution’s operation of teamplay only in accordance with
the MSA. The Institution acknowledges that it has no rights
whatsoever in respect of the Licensed Software save for
those expressly granted to it by this Agreement.

2.2 The Licensed Software may contain freeware, share-
ware or open source software. No license fee is charged
to the Institution for the use of such freeware, shareware
or open source software. Institution acknowledges and
agrees that Siemens provides no warranties and shall
have no liability whatsoever in respect of the Institution's
possession and/or use of the freeware, shareware or open
source software. Regarding such portions of Licensed
Software, the Institution hereby accepts the specific li-
cense conditions ("Open Source Conditions"), which are
available in the teamplay web application. Upon request of
the Institution, Siemens will provide a copy of the source
code of the open source software if required by the Open
Source Conditions. To the extent there is a conflict be-
tween this Agreement and the Open Source Conditions,
the terms of the Open Source Conditions shall prevail over
the terms and conditions of this Agreement with regard to
the open source software.

2.3 Certain programs of the Licensed Software may be
proprietary to third party licensors who may be direct and
intended third party beneficiaries of certain terms and con-
ditions herein relating to the protection of such third party
proprietary Licensed Software. The Institution agrees that
those third party beneficiaries may enforce these terms
and conditions directly against the Institution.

3. Copyright, Title

3.1 The Institution shall in any case use all reasonable ef-
forts to safeguard the proprietary rights of right holders with
regard to the Licensed Software.

3.2 The Institution shall not - and shall prevent others from
doing so - copy, translate, modify, create derivative works,
disassemble, reverse engineer, decompile, attempt, di-
rectly or indirectly, to otherwise obtain or create source

JNlnueHanoHHoe gononHeHue. YcnoBusa NMonyyartens
1. OnpepenexHus

1.1. «CornaweHue» 0O3Ha4YaeT HaCToslllee NULEH3NOHHOE
[OMOJTHEHME.

1.2. «JluueHsnoHHoe [MO» o03HayaeT nporpammHoe
obecneyeHune, nMeHyemoe fanee «llonyyatenb» B hopmarte
O6bekTHOro Koaa.

1.3. «O06BbeKTHbIN Koa» o3Ha4vaeT kod Ans JIMUueH3noHHOoro
MO, nonyyaembli B pe3ynbTate nepeBoda MCXOOHOro koaa
B MaWMHHbIA dopmaTt, MNOoAXOAAWMIA AN WCNOJNb30BaHUS
annapaTHbIMW CpeACTBaMMm.

2. NpepocraBneHne NUUEH3NU

2.1. B cooTtBeTcTBMM C ycnoBusiMM gaHHoro CornaiueHus,
YupexaeHuio Ha Cpok AencTBus HacToswero CornaweHus
W Npu yCcnoBuM OeNCTBYHOLWEN permctpauum Ha nnatdopme
teamplay npegocTaenseTcs HencknoumTenbHas,
HenepenaBaemasi nnLeH3ns Ha ncrnonb3oBaHue
JInueHaunoHHoro MO Tonbko Ana paboTbl YupexgeHusa Ha
nnatgopme teamplay B cootBetctBum ¢ CIY. YupexageHue
MPU3HaEeT, YTO Y HEr0 HET HUKaKMX npaB Ha JIMUEH3MOHHOe
MO, kpome Tex, KOTopble MNPSIMO MpenoCTaBfeHbl eMy
B pamkax HacTtosiero CornawieHums.

2.2. JlnueHsmoHHoe MO moxeT cogepxatb 6ecnnaTtHoe [0,
ycnoBHo-6ecnnatHoe MO unm MO ¢ OTKPbITbIM UCXOOHbIM
kKogoMm. Hukakume nMUEH3MOHHble nnaTtexu He OyayT
B3MMATbCA C YUpexaeHus 3a UCMNofb30BaHME  TaKoro
6ecnnatHoro IO, ycnosHo-6ecnnatHoro O wnm O
C OTKPbITbIM WCXOAHbIM KOOOM. YupexaeHue cornaiiaeTcs
C TeM, 4YTO KoMMNaHus «CUMEHC» He NpefoCTaBrsieT HUKAKUX
rapaHTMn W He HeceT OTBETCTBEHHOCTM 3a Hanuyune
y YypexaeHusi unu ucnosnb3oBaHue Y4upexaeHuem Takoro
6ecnnatHoro IO, ycnoeHo-6ecnnatHoro MO unm MO c
OTKPbITbIM WUCXOAHbIM KOAOM. B OTHOWEHWM Takmx yacTen
JInuenanorHoro MO YupexaeHne HacTosIWLMM NPUHUMAET
cneumanbHble NUMUEH3NOHHbIE YCIOoBUS (danee — «Ycnosus

OTKPbLITOTO ~ MCXOQHOTO  Koga»), KOTOopble  MpuUBEAEHbI
B MpunoxeHun nnatcopmel  teamplay. [lo  3anpocy
YupexgeHuss koMmnaHus «CuMEHC» npeaoCcTaBuUT  KOMUIO

ncxogHoro koga MO ¢ OTKpPbITBIM NCXOOHBIM KOLOM, €CNN 3TO
notpebyetca B COOTBETCTBUM  C YCIMOBUSMU  OTKPbITOrO
NCXOOHOro koga. B cnyyae BO3HWKHOBEHMSI NMPOTMBOPEYUN
mMexay Hactoswmm CornalleHnem n YCrnoBusiMn OTKPbITOro
NCXOAHOro Koaa, NonoXeHust YCroBun OTKPLITOFO MCXOL4HOTO
Kogda byayT MeTb NPEMMYLLIECTBEHHYIO CUNY Hag yCNOBUAMM
HacToswero CornaweHus B oTHoweHun MO ¢ OTKPbITbIM
NCXOOHbIM KOLOOM.

2.3. Hekotopble nporpammbl JluueHanoHHoro 1O moryT
npyHagnexaTb CTOPOHHUM IUUEH3Mapam, KoTopble MOryT

SABNATLCS npsAMbIMUY CTOPOHHUMU 6eHedmumapamm
HEKOTOpbIX YCrnoBui paHHoro CornalleHns, CBsi3aHHbIX
c 3awmTon  JlnmueHamoHHoro MO TakMx  CTOPOHHUX
BnagenbueB. YypexaeHue cornawaeTcs C Tem, Y4To Takue
CTOpPOHHME OeHedmumapsbl MoryT obecneynTtb
NPUHYyauTEnbHOE UCMONMHEHWe  yKasaHHbIX  YCIoBWIA
YuypexgeHnem.

3. ABTOpcKOe nNpaBo, NpaBoO COGCTBEHHOCTHU

3.1. YupexgeHue Bcerga 6ygeT npunaraTb BCe BO3MOXHbIE
ycunusi, 4tobbl 3awmuTMTL NpaBa npaBoobnagatene Ha
JInuenanonHoe MMO.

3.2. YypexgeHune He OyaeTt (M 3anpeTuT ApyrMM nvuam)
KONupoBarTb, nepeBoauThb, N3MEHSTb, co3gaBaTb
npousBoaHble paboThl, pa3dbupaTtb, OCyLeCTBNATL 0bpaTHOE
NPOEKTUPOBaHWE, OEKOMMNUIMPOBATb, NbITATbCA HaMpPsMYyO,
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code of the Licensed Software for any reason other than
as allowed under mandatory law or otherwise use the Li-
censed Software except as specifically authorized hereun-
der or by mandatory law.

3.3 The Institution agrees that using, distributing, copying,
duplicating or otherwise reproducing all or any part of the
Licensed Software other than in strict accordance with this
Agreement, will be considered a material breach of this
Agreement that is incapable of cure.

KOCBEHHO WM WHbIM 06pa3omM Momyy4nTb WM Co3daTb
ncxoaHsbin kog JNnueHsmoHHoro MO no no6ol npuynHe, kpome
paspeLleHHbIX MMMePaTUBHBbIMA HOPMaMW 3akoHa Crydaes,
nmbo uWHbIM o06pa3om ucnonb3oBaTb JlMueHanoHHoe [10,
KpOMe criy4aeB, YeTKO yKa3aHHbIX B HacTodAwem CornawieHum
UNN NPefyCMOTPEHHbIX AENCTBYHOLWMMU  UMMIEePaTUBHbLIMA
HOpMamu 3aKoHa.

3.3. YupexpgeHue cornacHo c Tem, 4YTO WCMonb3oBaHuE,
pacnpocTpaHeHne, KonupoBaHue, Ayb6rnvpoBaHMe Unu WMHoe
BOCMpou3BeaeHne Bcero unu 4vactu JinueHanoHHoro [10,
KpOMe crnyyaeB, paspelueHHbIX HacToswmum CornalleHunem,
OyneT cumtaTbCst 3HAYMTENbHBIM HapyLUEHWEM HACTOSILLEro
CornalueHusi, KOTOpoe HEBO3MOXHO UCTMPaBUTb.
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Annex 1: Data Processing Annex

This Data Processing Annex (“DPA”) is entered into by and
between the Institution ("Controller”) and Siemens
Healthcare GmbH, Henkestr. 127, 91052 Erlangen, Ger-
many ("Processor"):

1.1 The Processor shall Process Personal Data provided
by the Controller only on behalf of and only on documented
instructions from the Controller in accordance with the
Data Processing Agreement in Schedule 1 of this Data
Processing Annex and in accordance with the Services
provided under the MSA.

1.2 Capitalized terms used in this Data Processing Annex
or in Schedule 1 shall have the meaning as defined in Sec-
tion 0 of the MSA (including the definition of “MSA”).

2.1 The Controller shall be responsible for any Personal
Data posted, submitted or otherwise disclosed by it and/or
its Individual Users and verification of the identity of any
other user such Personal Data is shared with and/or trans-
ferred to.

2.2 Personal Data being Processed by the Receiver and/or
uploaded to the cloud-deployed database will be stored in
such database operated by Microsoft ("Database"). For
this purpose, the Processor has entered into a sub pro-
cessing agreement with Microsoft Ireland Operations Lim-
ited, Ireland. Further, the Processing of the Personal Data
is performed by the Processor and its sub-processor Sie-
mens Healthcare Private Limited, India. Exceptionally for
troubleshooting purposes, the Processor may (i) provide
Microsoft Corporation, Redmond, USA, or its sub-proces-
sors with system data relating to support tickets or (ii) per-
mit access to log data of Microsoft Azure Platform services,
both of which may or may not include Personal Data.

In addition, the Processor and/or its affiliates may offer re-
mote support services in connection with the Services
and/or the Receiver. When using such remote support ser-
vices, the Processor and/or its affiliates may get access to
Data that contain Personal Data.

2.3 The Controller shall (and shall ensure that its Individual
Users do) submit or otherwise disclose Personal Data to
the Processor only to the extent there is a legal justifica-
tion, i.e. the Controller has obtained prior voluntary in-
formed consent from the individual concerned (a consent
form can be provided on request) or the Institution can jus-
tify such submission by other valid legal ground for the pro-
cessing of Personal Data in accordance with applicable
law. If the Controller uses Receiver settings requiring such
legal justification, the Controller is responsible to ensure
such legal justification before changing the settings. If such
legal justification does not exist, the Controller shall explic-
itly block the individuals concerned.

Mpunoxenne 1. TMMpunoxeHune 06 o6GpaboTke

AaHHbIX

Hactoswee lMpunoxeHne o6 obpaboTke AaHHbLIX (ganee —
«MOMd») 3aknoyaeTca Mexagy YypexaeHuem (nanee —
«KoHTponep») n komnaHnen «CumeHc Xenckaa Mu6X», Hen-
kestr. 127, 91052 Erlangen, Germany (F'epmaHus) (oanee —
«OBpaboTUUK»).

1.1. O6pabotunk 06sa3yetTca ObpabatbiBaTh NepcoHanbHble
[aHHble, NpeaocTaBreHHble KOHTpoNepoMm, ToNbKo OT MMEHN
n no OOKYMeHTanbHbIM WHCTPYKUNAM KoHTponepa,
B cooTBeTcTBUM ¢ CornaweHnem no obpaboTke [AaHHbIX
B [ononHeHun 1 k HacToswemy lMpunoxeHuio 06 obpaboTke
OaHHbIX 1 B COOTBETCTBUM C YCryramMuM Mo  HacTosweMy
rCriy.

1.2. TepMU1HbI, HANUCaHHbIE C 3arnaBHOM OyKBbLI B HACTOSILLIEM
MpunoxeHnn o6 obpaboTke AaHHbIX M B [JononHeHwun 1,
MMET 3HavyeHue, KoTopoe onpegeneHo B pasgene 0 ICIY
(skntovas onpegernenue «FCIY»).

2.1. KoHTponep HeceT OTBETCTBEHHOCTb 3a robble
MepcoHanbHble AaHHble, OnyGrMKOBaHHbIE, NOoAaHHbIe WK
MHbIM 06pa3oM packpbiTble UM u/unu ero OTAenbHbIMMU
nonb3oBaTensM1, a Takke 3a MPOBEpPKY JIMYHOCTM noGoro
[pYroro nornb3oBaTens, KOTOopblA NnonyvaeT AOCTYN K TakuM
MepcoHanbHbIM AaHHbIM U/UW KOTOPOMY OHU NepeaaroTcs.

2.2. lMepcoHanbHble [aHHble, ObpabaTbiBaeMble
Monyyatenem w/unu 3arpyxeHHble B 6asy [daHHbIX Ha
obnayHom cepBuce, OyayT XpaHUTbCS B Takon 6ase OaHHbIX,
koTopas ynpasnsetca Microsoft (ganee — «basa gaHHbIX»).
Ona aton uenn O6paboTuMK 3aknoumn  cornaileHue
0 cybobpaboTke c komnaHuen Microsoft Ireland Operations
Limited, MpnaHamsa. Kpome Ttoro, ObpaboTka nepcoHasnbHbIX
OaHHbIX ocyulecTernsieTcq O6paboTumkom n ero
cybobpaboTtunkom, komnaHmen «CumeHc Xenckaa [Mpansut
Jinmntagy, NHama. VicknounTtenbHo Ansa uenen yctpaHeHus
Henonagok, O6paboTunk MoxeT (i) NpefoCcTaBUTL KOMMAHUN
Microsoft ~ Corporation, Peamona, CLWA, wnm ee
cybobpaboTymkaMm CuUCTEMHble [AaHHble, OTHOCAWMecs K
3asBkaM B cnyx0y nogaepxku unu (ii) paspewmnTts AOCTYN K
log-gaHHbIM yenyr nnatdopmbl Microsoft Azure, npu 3ToMm
obe KaTeropum ykasaHHbIX OaHHbIX MOTYT KaK BKMO4YaTb B
cebs, Tak 1 He BkntovaTb MNMepcoHanbHble AaHHble.

Kpome Toro, O6pabotuvk wu/vnu ero addunmpoBaHHble
KOMNaHW1 MOTyT NPeasoxXK1Tb yaaneHHyo NoaaepXKy B CBA3N
¢ Ycnyramu n/vnum Monyyvatenem. [Npu ucnons3oBaHum ycrnyrm
yoaneHHomn noaaepxkm O6paboTumk n/vnn ero
achPUNMpoBaHHble KOMMAHMU  MOTYT MNOMyYMTb [OCTYN
k [laHHbIM, koTopble cogepxat lNepcoHarnbHble AaHHbIe.

2.3. KoHTponep obsasyeTcs (u obecneymT BbIMONIHEHWE 3TOrO
TpeboBaHnsa OTaenbHBIMU NONb30BaTENAMU) NPEAOCTaBNATL
Unn uHbIM 06pa3oM packpbiBaTb [lepcoHanbHble OaHHble
O6paboTumKky TOMbKO B TOM Criyyae, ecnv Ans 3Toro ecTb
topuandeckoe obocHoBaHWe, T.e. KoHTpornep nonyyun
npeggaputensHoe [obpoBonbHOE cornacue oT
cooTBeTCTBYlOWero wuaunyeckoro nuua (cdopma cornacusi
MOXeT ObITb MpedocTaBrneHa no 3anpocy) Unm YyupexaeHue
MoxeT  obocHoBaTbTakoe  MpedocTaBfeHne  Apyrumu
3aKOHHbIMU OCHOBaHUsIMM Anst obpaboTku [NepcoHanbHbIX
OaHHbIX B COOTBETCTBUU C AeNCTBYOLNM
3aKOHOAAaTENbCTBOM. Ecnu KoHTponep ncnonb3syet
HacTpoiku [lonydyaTens, Tpebyolwme TakKoro 3aKOHHOMO
obocHoBaHusA, To KoHTpomnep HeceT OTBETCTBEHHOCTb 3a

obecneyeHne aTOrO topuanMyeckoro oBGOCHOBaHUA [0
M3MeHeHUs HacTpoek. Ecnu ykasaHHOro opuan4eckoro
ofbocHoBaHMs HeT, To KoHTponep o06si3yeTcs 4YeTko

OGnokupoBaTb TaKUX 3a4eACTBOBAHHbIX (PU3NYECKMX NNLL.
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2.4 The Controller warrants that Personal Data disclosed
to the Processor by the Controller and/or its Individual Us-
ers is Processed in accordance with applicable privacy,
data protection and medical secrecy regulations and the
Controller’'s notifications with the competent data protec-
tion authority, if any. The Controller warrants that the sub-
mission and disclosure as well as the further Processing of
Data are permitted. This applies in particular to the extent
Data submitted or otherwise disclosed by the Controller
and/or its Individual Users on teamplay contains any pro-
tected Personal Data or any other sensitive or confidential
information.

2.5 In order to fulfil its obligations under this section 2 the
Controller will be able to change the privacy settings of the
Receiver in accordance with its local (legal) requirements.
Upon request of the relevant data subject or any person
entitled, the Controller shall immediately cease using
teamplay based on settings permitting the use of Personal
Data of such data subject and block such Personal Data
for Processing by the Receiver. The Controller is respon-
sible for the settings of the Receiver required to fulfil the
aforementioned obligations. The settings will provide for
the possibility to either blacklist several patients or to put a
tag into the DICOM data file within each study.

2.6 If Controller actively transmits Data to the Receiver or
Database, this Section 2 applies accordingly and Control-
ler shall anonymize such Data before sending, if Controller
lacks a legal justification. This is of utmost importance for
the use of the application “teamplay Images”.

2.7 Older medical devices being connected via the DICOM
nodes to the Receiver might submit Data required for the
teamplay functionalities in the form of so called black im-
ages (i.e. as burned in information represented in a DICOM
secondary capture image). In such cases the required in-
formation is directly scanned from the DICOM image via
an embedded OCR scan in the Receiver. In order to per-
form such scan the black image needs to be of good image
quality. If the image quality is poor the scan might either
not be error-free or the Receiver might not be able to black-
out the relevant information according to the settings be-
fore submitting the derived information to the Database. In
such case, as well as in case the scanner is not correctly
recognized, the Receiver may submit Personal Data to the
Database despite the more restrictive settings.

2.8 Physicians, medical physicists and other healthcare
professionals are bound by medical confidentiality. There-
fore, when using teamplay, the Controller is responsible for
(a) anonymization of patient data according to applicable
laws and regulations or (b) obtaining patient's prior written
release from medical confidentiality according to applica-
ble laws and regulations, if required and to the extent ad-
missible according to local laws.

2.9 The Controller shall be responsible for obtaining the
consent of its employees or self-employed personnel for

2.4. KoHTponep rapaHTupyeT, 4To [NepcoHanbHble AaHHbIe,
packpbiBaeMble O6pabotyunky KoHTponepom w/vnu ero
OTgenbHbIMU nonb3oBaTensimMu, ObpabaTbiBatoTcA
B COOTBETCTBUU C AeNCTBYIOLLMMU NONOXEHUAMMN
0 KOHMAEeHUManbsLHOCTH, 3alimMTe AaHHbIX, BpadebHon TanHe
n yBegomneHmamy KoHTpornepa OT KOMMETEHTHbIX OpraHoB
Nno 3awmMTe OaHHbIX, ecnu TakoBble uMmetoTcs. KoHTponep
rapaHTuMpyeT, 4YTO MpefocTaBfieHMe U packpbiTMe, a Takke
panbHenwasn ObpaboTka [JaHHbIX paspeLueHbl. AToO 0CO6EHHO
OTHOCUTCA K TeM [laHHbIM, KOTOpble npegocTaBneHbl Wu
nHbIM 06pa3om packpbiTel KoHTponepom wn/unun OTaensHbIMA
nonb3oBatensMu Ha nnatdopme teamplay ucogepxaT
nobble 3awmeHHble epcoHanbHble aaHHble NMbo nbyto
apyryto KOHMAeHUManbHy NHdOpMaLuio nnm
MHGOPMAaLMIO C OrpaHUYEeHHbIM JOCTYMNOM.

2.5. [na TOro 4rtobbl BLINOMHUTL CBOWM 06s3aTENLCTBA,
n3noxeHHble B pasgene 2, KoHTponep CMOXeT W3MEeHWUTb
HaCTPOWKU KOHUOEHUManbHOCTH Monyyatens
B COOTBETCTBUM C MECTHbIMK (3aKOHHbLIMW) TpeboBaHUAMMU.
Mo 3anpocy coOTBETCTBYHOLWEro cybbekTa AaHHbIX Wnn
noboro YNONHOMOYEHHOro niua KoHTponep
Hes3amMeanuTenbHO MPEeKpPaTUT UCMONb3oBaHWE NNaTtgopMbI
teamplay Ha OCHOBaHUM  HacTpoek, paspeLuaoLmx
ncnonb3oBaHue [lepcoHanbHbIX AaHHBIX Takoro cybbekTa
OaHHbIX, 1 3abnokupyeT Takve [NepcoHanbHble gaHHble Ang
O6paboTkn Monyyartenem. KoHTponep HeceT
OTBETCTBEHHOCTb 3a HacTpouku [lonydatens, Tpebyemble
ONs BbINOJIHEHUS BblleyKa3aHHbIX 06s13aTenscTB. HacTporiku
obecneyat BO3MOXHOCTb 3aHECTW B YEepHbI  CNUCOK
HEKOTOPbIX MAaLUMEHTOB WM NPOCTaBUTb OTMETKWU B channe
JaHHbIX DICOM B paMkax Kaxgoro nccneoBaHus.

2.6. Ecnu KoHTponep aktmBHO nepepaeT [aHHble
Monyyatento unu B basy gaHHbIX, TO NOMOXEHWS HACTOSALLErO
pasgena 2 MpUMEHSAIOTCS  COOTBETCTBYHOLWMM  obpasom,
n KoHTponep ob6sa3yetca obe3nnuntb Takve [aHHble nepes
oTnpaBneHuemMm, ecnu y KoHTponepa HeT  3aKOHHOro
OCHOBaHWS Ha 3TO. OTO OYEeHb BaXKHO NPWU MCMNOMb30BaHUM
npunoxexus teamplay Images.

2.7. Bonee crtapble MeguUMHCKME W3OEnus, NOAKIHOYEHHble
k Monyyatento 4epe3 yanel DICOM, MoryT npepocTasnsTb
HaHHble, Tpebyemble ans dyHkuuA nnatgopMbl teamplay,
B bopMe TaKk HasbIBaeMbIX YEpPHbIX M300paXKeHWn (T.e. Kak
3anuncaHo B MHopmMaLmm, npeacTaBneHHom BO
BTOpPOCTENEeHHOM 0bOpase 3axBata DICOM). B Takmx cnyyasx
Tpebyemass nHdopmMauma HanpsMylo ckaHupyetcs n3 obpasa
DICOM yepe3 BcTpoeHHoe B [lonyyatenb onTuyeckoe
yuTaroLee yCTpomucTeo. [ns npoBeAeHWs Takoro CKaHMPOBaHUS
YepHoe nsobpaxxeHne OOmMKHO BbiTb xopoluero kadectsa. [Npu
MIOXOM KayecTBe M30OpaKeHWs1 CKaHUPOBaHME MOXET NPOWNTH
cowubkamm unu [llonyyatenb MOXeT He CyMeTb CKpbITb
HeobXxoaMMyt0 MHpopMaLMI0 B COOTBETCTBUM C HACTPOMKaMu
[0 nogayn nssneyeHHomn nHcpopmauum B basy aaHHbIX. B Takom
crydyae, a Takke B CIydae HEKOPPEKTHOrO pacro3HaHus
ckaHHepoM [lonyyatenbs MoxeT oTnpasuTb [lepcoHanbHble
OaHHble B basy faHHbIX, He B3vpas Ha bonee orpaHuymBatoLLme
HaCTPOWKM.

2.8. Bpaun, meguumHckue U3UKM U gpyrve MeavuuHCKMe
COTPYAOHMKN 0653aHbl COXpaHATb BpadebHyto TaviHy. Noatomy
npv ucnonb3oBaHun nnaTdopmel teamplay KoHTponep HeceT
OTBETCTBEHHOCTb (a) 3a 06e3nuunBaHve AaHHbIX nauueHTa
B COOTBETCTBUM  C AEUCTBYIOLUMMM  3aKOHAMW U UHBLIMU
HOpMaTMBHO-NpaBoBbIMM  akTamu wunu  (b) nonydeHue
npenBapuTenbHOrO MUCbMEHHOrO OTkasa nauueHTa oT
BpayebHOM  TaWHbl B COOTBETCTBMM  C LEMCTBYHOLLUMM
3aKOHaMM U MHBIMW HOPMAaTMBHO-NPABOBLIMW aKkTaMu, €cnu
370 Heobxooumo ¥ B npefdenax, AOMNYCTUMbIX MECTHbIM

3akoHOOaTesNIbCTBOM.
2.9. KOHTpOﬂep HeceT OTBETCTBEHHOCTb 3a noliy4vyeHue
cornacus CBOMX COTpyAHUKOB nnm CaMO3aHATbIX
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the Processing of Data containing information on employ-
ees (especially physicians and operators). The settings of
the Receiver provide for the possibility to exclude Data
containing information about such employees.

2.10 The Processor and the Controller shall co-operate
with each other to promptly and effectively handle and
solve enquiries, complaints, and claims relating to the Pro-
cessing of Personal Data from any court, government offi-
cial (including but not limited to any data protection or law
enforcement agency), third parties or individuals (including
but not limited to requests of the data subjects to access,
rectify, erase or block Personal Data concerning them).

2.11 To the extent Services provide functionality to request
the disclosure or submission of Data to Third-Party Solu-
tions operated by Third-Party Providers (such as a “Open
with/Open in/Send to”- functionality), the Controller hereby
instructs the Processor to disclose or submit the Data to
the Third-Party Provider upon such request only. The Con-
troller is only entitled to use such functionality if Controller
has entered into a data processing agreement with such
Third-Party Provider and ensures the legal justification to
submit or disclose Data to such Third-Party Provider. The
Processor only follows the foregoing instruction and is
thereby not acting as a sub-processor to such Third-Party
Provider.

2.12 The Controller shall be responsible for initial
collection, recording, systematisation, storing, up-
dating, amending, transferring and extraction (collec-
tively “Initial Processing”) of the Personal Data. The
Controller hereby represents that it can organize Initial
Processing of the Personal Data in compliance with
laws governing processing and protection of such
information, particularly, the Controller represents that it
has obtained the individuals’ consent on the transfer
(including consent/information about cross-boundary
transfer) of their Personal Data to the Processor and
back to the Controller, and processing of the Personal
Data by the Controller. The Controller shall not be al-
lowed to transfer Personal Data to the Processor, if it
has not done the Initial Processing in compliance with
laws.

coTpygHukoB Ha OO6paboTky OaHHbIX, coaepXalmx
nHdopMaLuio O COTpYAHMKax (ocobeHHo Bpavax
n onepaTopax). Hactpownku lNMonyyatens gatoT BO3MOXHOCTb
ucknodate [laHHble, cofepxawume WHdOopMaLMio O Takmx
COTPYyAHMKAX.

2.10. O6paboTumk 1 KoHTponep OOmKHbI COTPYAHMYATb APYr
c Apyrom B Uenax ObicTpon U apdekTuBHOM 06paboTku
N pelleHns 3anpocoB, NPeTeH3nn 1 TpeboBaHii, CBA3AHHbIX
c ObpaboTkon [lepcoHanbHbIX AaHHbIX, MONlyYaeMbiX W3
CYAOoB, OT rocy4apCTBEHHbIX JOMKHOCTHBIX NnL (BKMovas 6e3
orpaHuyeHnss nwbble opraHbl MO  3awuTe  AaHHbIX
W NPaBOOXpPaHUTENbHbIE  OpraHbl), TPeTbux vy unm
dusnvecknx nuy  (Bknoyaa 6e3  orpaHMyeHMst 3anpochl
CcybbeKTOB AaHHbIX Ha AOCTYN, UCNpaBneHue, yaanexHve unm
6rokmpoBaHue NMepcoHanbHbIX AaHHbIX, CBA3aHHbLIX C HUMW).
2.11. B Tex cniyyasx, korga Ycnyru npegoctaBnsitoT PYHKLMIO
3anpoca Ha packpbiTve unu nogady [aHHbiXx CTOPOHHUM
pelleHnsaM,  KoTopble  KOHTpomnupylTcss  CTOPOHHUMM
nposamgepamn (kak, Hanpumep, @YyHKUMs «OTKPbITb
C NOMOLLBIO/OTKPLITE B/OTNpaBuTby), KoHTponep HacToswmm
npeanuceiBaeT OB6paboTuuky packpbliBaTb U nodasatb 3TH
OaHHble CTOpoHHEMY npoBavigepy TONbKO MO  TaKoMy
3anpocy. KoHTponep wmeeT npaBO MWCNonb3oBaTb 3Ty
OYHKLMIO, TOMbKO €CMU OH 3aKMuur  cornawleHue no
obpaboTke p[aHHbIX C Takmm CTOPOHHUM MpoBanlaepoM
W rapaHTUpyeT Hanuuue topuamndeckoro obocHoBaHUS ANs
nogayvm wunu packpblts [aHHbix TakoMmy CTOpPOHHeEMy
nposangepy. O6paboTumk TONbKO BbINONHAET
BbllLieyKa3aHHble npeanucaHvs U He BbICTynaeT B KayecTBe
cybobpaboTtunka ons Takoro CTOpoOHHEro nposangepa.

2.12. KoHTponep HeceT OTBETCTBEHHOCTb 3a cbop, 3anuchb,

cMcTeMaTM3aUmio, XpaHeHue, OOHOBMeHWe, W3MeHeHwue,
nepegadyy W yganeHue (coBmecTtHo -  «[llepBuyHas
obpaboTkar) MepcoHanbHbIX  AaHHbIX. HacTtoswum
KoHTponep 3aBepsieT M rapaHTUpyeT, YTO OCYLLIecTBnseT
MepBuyHyto  006paboTky  [lepcoHambHbIX  AaHHbIX B
COOTBETCTBUM c HOpMaMu 3akoHoOaTenbCcTBa,

perynupyoLwmmmu 06paboTKy 1 3aWwuTy Takon nHcpopmaumm, B
yacTHocT, KoHTponep 3aBepsieT, 4TO Monyuun corrmacue
dumsnyecknx nuy Ha nepepadvy (B Tom unicne, cornacue /
NMHopMmpoBaHme o] TpaHCrpaHN4HoOM nepegadye)
MepcoHanbHbIX  AaHHbiX  O6paboTumky un  obpaTtHo
KoHTponepy, n obpabotky O6paboTumkom [lepcoHanbHbIX
OaHHbIX. KoHTponep He [OMKeH KakuM-nnbo obpasom
nepenasatb O6paboTUMKy TakvMe AaHHbIe, eCMK He Mpou3Ben
MepBuyHyto  obpaboTky  [lepcoHanbHbIX  OaHHBIX B
COOTBETCTBUM C 3aKOHOAATENBCTBOM.
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Schedule 1: Data Processing Agreement

Article 1 Subject-matter, nature, purpose and
duration of the processing

(1) This Schedule 1 supplements the DPA. It applies to
the Processing of Personal Data by Processor on be-
half of the Controller under the DPA and sets out the
data protection obligations of the parties.

(2) Nature and purpose of Processing: Processor Pro-
cesses Personal Data to the extent necessary to pro-
vide the Services specified and agreed in the MSA.

(3) Processor and Controller are each responsible for
their own compliance with the applicable data protec-
tion law. The Controller is solely responsible for the
means by which the Processor acquired the Personal
Data and the Controller shall only disclose Personal
Data to the Processor for which a legal authorization
is given and for which the Controller has a legal right
of Processing.

(4) The duration of the Processing corresponds to the
term of the MSA.

Article 2 Type of Personal Data and categories
of data subjects

The types of Personal Data and categories of data
subjects are laid out in Attachment 1.

Article 3 Instructions

(1) The Processor Processes Personal Data only on the
basis of the Controller's documented instructions.
The DPA and the MSA are the Controller's complete
and final documented instructions to Processor for
the Processing of Personal Data.

(2) Any additional or alternate instructions (in particular
Section 2.11 of the DPA) must be issued by the Con-
troller in writing and are binding only upon written
acknowledgement by Processor. Processor shall in-
form the Controller if, in Processor’s opinion, an in-
struction infringes the GDPR or the data protection
provisions applicable to Processor. Processor is un-
der no obligation to conduct a comprehensive legal

review or to follow instructions prohibited by law.

(3) The Controller shall bear all additional costs incurred
by Processor as a result of an additional or alternate
instruction, unless the instruction is necessary to
comply with statutory requirements applicable to Pro-
cessor.

Article 4 Confidentiality

DononHeHune 1. CornaweHune 06 obpaboTke

AaHHbIX

Pasgen 1. NMpeameTt, xapakTep, Ha3Ha4YeHUe U CPOK
06paboTku

(1) Hacrosiwee pononHeHne 1 pononHsetr MO, OHo

()

®3)

(4)

Paspen 2.

aencrteyeT B oTHoweHun O6paboTtkn [lepcoHanbHbIX
AaHHbix  O6paboTtuMkom oT umeHu KoHTponepa
cornacHo MNO/[ u nanaraet obsasarenbcTtBa CTOPOH MO
3aLUNUTE AaHHbIX.

Xapaktep W HasHadyeHne O6paboTtku: O6paboTumk
O6pabaTbiBaeT [lepcoHanbHble [AaHHble B 00beme,
HeobXxoaMMOM ANs NpeAoCcTaBrneHus Ycnyr, ykasaHHbIX
n cornacoBaHHbix B CI1Y.

O6paboTumk 1 KoHTponep HecyT OTBETCTBEHHOCTb 3a
cobnogeHve MMu 4eNCTBYIOLLLEro 3aKkoHoA4aTenbCcTea no
3awmTe pgaHHbIX. KoHTponep eguvHONWYHO HeceT
OTBETCTBEHHOCTb 3a CpeACTBa, C MOMOLLbID KOTOPbIX
O6paboTtumk nonyyaet [lepcoHanbHble  AaHHble,
n KoHTpornep MoOXeT packpbiBaTb [lepcoHanbHble
AaHHble Tonbko ToMy OO6paboTuuKky, Ha KOTOpPOro
NonyyYeHo puandeckoe paspeLleHne U Ansi KOToporo
KoHTponep umeet npaso npoBoantb O6paboTky.

[nutenbHoCTb
pencteua IF'CIry.

06paboTkKM  COOTBETCTBYET  CPOKY

Buabi MepcoHanbHbIX AaHHbIX

n Kateropmun Cyﬁ'beKTOB AAaHHbIX

Pasgen 3.

1)

)

®3)

Paspen 4.

Buabl MepcoHanbHbIX AaHHbIX W KaTeropum cyGbeKkToB
OaHHbIX N3noxeHbl BO BnoxeHun 1.

YkasaHus

O6paboTumk obpabaTtbiBaeT [lepcoHanbHble AaHHble
TONMbKO Ha OCHOBaHWM [OOKYMEHTanbHbIX YKa3aHWui
KoHTponepa. MOL wuTlCIY npeacrtaBnstioT cobon
NOnHblEe W OKOHYaTeNbHble OOKYMEHTambHbIE yKasaHusl
O6paboTumnky no O6paboTke MNepcoHanbHbIX AaHHbIX.

Jlobble  JononHWUTENbHbIE UMW anbTepHaTUBHbIE
ykasaHus (B 4dactHoctu, pasgen 2.11 MO[M) [omkHbI
npegocTaBnsaTecs KoHTponepom B NUCbMEHHOM BUAE.
OHn  sBnsoTCA  0bsA3aTeNbHBIMKM  TOMBKO — Nocrne
NMUCbMEHHOTO noaTBEPXAEHUS co CTOPOHbI
Ob6paboTtunka. O6paboTumMk 0053yeTca yBeAOMUTb
KoHTponepa, ecnn, no mHeHuto O6paboTumka, ykasaHusi
HapywatoT ObLWwuii pernaMmeHT No 3almTe AaHHbIX Un
NonoXeHnst Mo  3awute  [AaHHbIX, MNPUMEHUMblE
k ObpaboTtunky. O6paboTynk He 00s3aH NPoBOAUTL
KOMMMEKCHYI0 IOPUANYECKYIO NPOBEPKY UMW BbINOMHATH
yKa3aHusl, 3anpeLleHHble 3aKkOHO4aTENbCTBOM.

KoHTponep 0b6s3yeTcs KOMMNeHcnpoBaTb BCE
OONONHUTENbHbIE pacxogsl, NOHECEHHbIe
O6paboTumkom B pesynbraTe BbINOSIHEHWS
OOMNONHUTENBHBIX MU U3MEHEHHbIX YKa3aHWN, Kpome
cnyyaeB, Korga Takoe ykasaHue  Heobxogumo
BbINMOMHUTL  Ans cobniogeHuss  3akoHodaTerbHbIX
TpeboBaHun, OENCTBYOLLNX B OTHOLLEHUN
O6paboTumka.

KoHdmaeHumnanbHOCTb
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Processor warrants that persons authorized to Pro-
cess the Personal Data are bound to continuing se-
crecy by contract or are under such a duty by law.

Article 5 Security of Processing
(1) Processor shall take all measures required pursuant
to Article 32 GDPR.

(2) Taking into account the state of the art, the costs of
implementation and the nature, scope, context and
purposes of Processing, as well as the risk of varying
likelihood and severity for the rights and freedoms of
natural persons, and in particular the risks that are
presented by Processing, in particular from accidental
or unlawful destruction, loss, alteration, unauthorized
disclosure of, or access to Personal Data transmitted,
stored or otherwise processed, Processor shall imple-
ment technical and organizational measures as set
out in Attachment TOM.

(3) The Controller and Processor agree that the imple-
mentation of the technical and organizational
measures described in Attachment TOM ensures an
appropriate level of safety in accordance with the
GDPR and provides sufficient safeguards for the pro-
tection of the rights of the data subject.

(4) The technical and organizational measures described
in Attachment TOM are subject to technical progress
and further development and may be adjusted by Pro-
cessor if appropriate, provided such adjustment does
not result in a lower level of protection than that set
forth in Attachment TOM.

Article 6 Sub-processors

(1) Processor engages sub-processors (another proces-
sor) to carry out specific Processing activities on be-
half of the Controller. Sub-processors are only al-
lowed to Process Personal Data for the purpose of
carrying out the activities for which such Personal
Data have been provided to Processor and are pro-
hibited from Processing Personal Data for other pur-
poses. If Processor engages sub-processors, they
will be subject to written data protection obligations,
providing at least the same level of protection as set
forth in this DPA.

(2) The list of sub-processors currently engaged by Pro-
cessor is detailed out in the DPA. Processor reserves
the right to update this list by setting up an URL within
teamplay.

The Controller hereby authorizes Processor to en-
gage the listed companies as sub-processors. If avail-
able, the Controller shall subscribe to a Processor’
website to receive the information regarding addi-
tional sub-processors and for any intended changes
in the use or replacement of sub-processors.

Paspen 5.

1)

()

®3)

(4)

Paspen 6.

@)

)

O6paboTyumk rapaHTUpPYET, YTO NnLA, YNOSTHOMOYEHHbIE
npooanTe  O6paboTky  [epcoHanbHbIX  OaHHbIX,
00s3aHbl  BbINONHATL  TpeboBaHWst O cobnogeHun
MOCTOSIHHOW KOH(MAEHUMANBHOCTU MO KOHTPAKTy wunn
Takue e TpeboBaHUs CornacHo 3akoHO4aTeNbLCTBY.

KoHdmpeHumanbHOCTbL 06paboTku

O6paboTumk 06sa3yeTca NpUHATL BCE HeOoOXoauMMmble
Mepbl, Tpebyemble B COOTBETCTBUM CO cTaTbei 32
OO6uero pernameHTa no 3alnTe AaHHbIX.

MpuHMMas BO BHMMaHWE CYLLECTBYHOLLEE MONOXEHNE
Oen, CTOMMOCTb peanu3auuun, xapaktep, 06bem,
KOHTEKCT M HasHayeHne O6paboTkn, a Takke puUck
pasnMYHON BEPOSITHOCTU U CTPOroCTU B OTHOLLEHUU
npaB u cBobog U3MYECKUX NUL, a MMEHHO PUCKM,
KoTopble cBsi3aHbl ¢ O6paboTKOM, Takne Kak criyvyanHoe
WUNN HE3aKOHHOE YHWUYTOXEHMe, MNoTepsl, U3MEHEHUe,
HECaHKLUMOHNUPOBAHHOE  packpbiTUe  WAM  [OCTyn
K MepcoHanbHbIM  OaHHbIM, KOTOpble MepegatTcs,
XpaHATCA WNn  MHbIM obGpa3om obpabaTbiBatoTcs,
O6paboTtunk  06s3aH  MpUHMMaTb  TEXHUYECKME
N OpraHv3aumoHHble Mepbl, yKasaHHble
B Mpunoxexnnn TOM.

KoHTponep wn O6pabotuMk cornacHbl € TeMm, 4TO
peanu3aums TEeXHWYECKMX W OpraHU3auMoOHHbIX Mep,
yKa3aHHbIX B8 MpunoxeHun TOM, rapaHtupyet
HeobXxoauMbIA YpOBEHb 6€30MacHOCTM B COOTBETCTBUM
c nonoxeHuamu O6llero pernameHTa no 3awuTe
OaHHbIX 1 obecneumBaeT  OOCTATOYHblE  Mepbl
6e3onacHOCTU Ans 3awWuThbl NpaB cybbekTa AaHHbIX.

TexHun4eckne n opraHu3aLnoHHbIE Mepbl, YKa3aHHble
B MpunoxeHun TOM, 3aBUCAT OT TEXHUYECKOTO
nporpecca U ganbHeEWLWwero pasBuTus, a Takke MOoryT
KoppekTupoBatbcsi O6paboTUMKOM, €crinm 3TO YMECTHO,
npv yCnoBWM, YTO TaKMe KOPPEKTUPOBKWU He npuBenyT
K CHKEHUIO  YPOBHS  3aliuUThbl, KOTOPbIA  yKasaH
B MpunoxeHun TOM.

Cy606paboTunkm

O6paboTunk npuenekaet cybobpaboTyMkoB (Opyroro
obpaboTumka) Ansi NpOBEAEHWsT crneuunanbHbiX BUOOB
[eATenbHOCTY, CBs3aHHbIX ¢ OB6paboTko, OT MMeEHM
KoHTponepa. Cy606paboTumkam paspeLuaeTcsi
O6pabaTbiBaTh NepcoHanbHble faHHbIE TOMBKO C LENbHo
OCYLLECTBMEHNS TeX BUOOB AEATENbHOCTU, AN KOTOPbIX
Takne [lepcoHanbHble AaHHble ObinM NpPenoCTaBrieHbI
O6pabotunkom; wum  3anpewaetca  ObpabaTtbiBaTb
MepcoHanbHble paHHble ans  gpyrmx  uenen. Ecnn
O6paboTumk npuerekaet cyb06paboTyMKoB, TO OHM ByayT
NOAYMHATBECS MUCbMEHHbIM 06s13aTenbLCTBaM Mo 3aluTe
OaHHbIX, KOTopble 06eCcnevnBaloT Kak MUHUMYM TaKoW e
YPOBEHb 3aLLUnTbI, KOTOPbIA onucaH B HacToswem MO/,

MepeyeHb cyb0OpabOTUMKOB, MPUBMEYEHHBIX  Ha
JaHHbIn  MoMeHT O6paboTtunkom, npusegeH B O[.
O6paboTumk ocTaBnseT 3a cobow NpaBo 06HOBMATL 3TOT
nepeyeHb, ykasaB CCbIfKy Ha nnatdopme teamplay.

KoHTponep Hactoswmm paspewaet O6paboTumnky
npuBnekatb  ykasaHHble  KOMMaHWM B Ka4yecTBe
cybobpaboTumkoB. Ecnv ecTb BO3MOXHOCTb, KOHTponep
0bsa3yeTca nognucatbesa Ha Beb-cant ObpaboTumka ons
nonyyeHus UHdOopMaLn O OOMONHUTENBHbIX
cybobpaboTtumkax u NobbiX MNNAHOBLIX WM3MEHEHUSIX
B NPVBIIEYEHUMN UK 3aMeHe cy606paboTUnKOB.
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®)

(4)

()

(6)

(@)

(8)

The engagement or replacement of an additional sub-
processor shall be deemed approved if Processor in-
forms the Controller in advance thereof and the Con-
troller raises no objection to Processor in writing, in-
cluding in electronic form, within 3 months following
such information.

If the Controller objects the Controller shall notify Pro-
cessor in detail about the reasons for the objection.

Following an objection, Processor may at its discre-
tion

a. propose another sub-processor in place of the re-
jected sub-processor; or

b. take steps to address the concerns raised by the
Controller which remove the Controller's objec-
tion.

If the options as per this Article 6 (4) a. and b. are
reasonably not available or the objection has not
been removed otherwise, Processor may terminate
the DPAin full or in part without notice, e.g. if the Con-
troller’s objection makes it considerably more difficult
or impossible for Processor to perform its contractual
obligations. Following the termination of the DPA by
Processor Siemens may terminate the MSA.

Any agreements on response times or availability will
be suspended and any claims in this regard for dam-
ages in lieu of performance, for delay or for any
agreed liquidated damages or contractual penalties
with regard to Processor do not apply from the
planned start date of the objected to sub-processor
onwards. If Processor' performance obligations are
terminated in part, the remuneration for the Services
unaffected by the partial termination shall be deter-
mined in accordance with Processor' standard list
prices applicable to such services at Processor.

Where the sub-processor fails to meet its data protec-
tion obligations, Processor shall — in accordance with
the provisions on liability in the MSA — remain fully li-
able to the Controller for the performance of the sub-
processor’s obligations. Processor shall not be liable
for damages and claims arising from the Controller’s
additional or alternate instructions as per Article 3 (2)
of this DPA.

In case Processor engages a sub-processor in a third
country (outside the EU/EEA), Processor shall use
data transfer mechanisms compliant with Article 44 et
seq. GDPR. Processor shall in particular provide suf-
ficient safeguards that the appropriate technical and
organizational measures are implemented in such a
way that Processing meets the requirements of the
GDPR, ensure the protection of the rights of the data
subjects concerned, maintain a record of data trans-
fers and document suitable safeguards.

®3)

(4)

(5)

(6)

()

(8)

MpueneyeHune N 3ameHa OOMONHUTENbHbIX
cybobpaboTumkoB ByaeT cumtatbesi ogobpeHHON, ecnm
O6paboTumk 3apaHee coobwmTt KoHTponepy o Takom
cobbITUM 1 KOHTpornep  He  BbICKXET  HUKaKuX
Bo3paxeHun OB6paboTymky B NMCbMEHHOM Buae wunm
B GNIEKTPOHHON (hopMe B TeyeHue 3 MecsiueB nocrne
npeaocTaBreHns Takon MHdopmaunu.

Ecnn KoHTponep Bo3paxaerT,
yBEAOMUTb O6paboTumka
BO3PaXXeHWUSI.

TO OH
0 NpuymnHax

006sa3yeTc4
Takoro

lMocne npepoctaBneHusa Bo3paxeHua Ob6paboTumk
MOXET N0 CBOEMY YCMOTPEHWIO:

a. npeanoXxutb  Apyroro
OTKITOHEHHOIO UMK

cybobpaboTtumnka BMeCTO

b. npeanpuHsaTb Mepbl AnNs paspeLleHusi BOMPOCOB,
noaHsiTelX KOHTponepom, KOTOpble CHUMYT Takue
BO3paXxKeHusl.

Ecnu BapwuaHTbl, ykasaHHble B pasgene6(4)a wub,
060CHOBaHHO He MOryT ObiTb MCMOMNb30BaHbl UMK Takue
BO3PaXeHusi He ObInn yCTpaHeHbl ApYrMM cnocobom, To

O6paboTumMk MOXeT aHHynupoBaTb gdaHHoe [10[
MOMHOCTBI  UNM  YacTuyHo 6e3 npegocTaBneHus
yBEIOMIIEHUS], Hanpumep, ecnm BO3paxeHus

KoHTponepa 3HaunTenbHO YCMOXHAKT WM AenaoT
HEBO3MOXHbIM  BblMoniHeHne O6paboTumkom  CBOMUX
KOHTpakTHbIX 00s3aTenbcTB. [locne aHHynupoBaHus
O6pabotumkom OO komnaHua «CumeHC» MoOXeT
pactoprHyTb [CI1Y.

Niobble  0OroBOPEHHOCTM O BPEMEHW OTKMMKa Unn
AOCTYMHOCTM  OyayT  MPUOCTaHOBMEHbl, U Mobble
TpeboBaHMA B 3TOW CBA3N OTHOCUTENBHO Yyulepba,
MPOCPOYKM, COrMacoOBaHHbIX W 3apaHee OLEHEHHbIX
yObITKOB UNM [JOrOBOPHbIX LITPAchoB B OTHOLUEHUN
O6paboTtymka He ByayT NPUMEHSATLCS C NaHUPyeMoMn
JaTbl BbIABMXEHUSA BO3paxkeHUn cybobpaboTumky. Ecnu
ob6sazatensctBa O6paboTynka aHHYNMPOBAHbI YaCTUYHO,
TO BO3HarpaxgeHue 3a YcCnyr, He 3aTpoHyTble
YaCTUYHLIM aHHynupoBaHuemMm, OyaeT onpeaensTbes
B COOTBETCTBUM CO CTaHOAPTHbIM  MpPERCKypaHToOM
O6paboTymka, AENCTBYIOLLMM B OTHOLLEHUW TaKMUX YCITyT.

Ecnn cy606paboTumk He BbIMOMHUT CBOMX 0653aTENbCTB
no 3awute pJaHHblX, To OO6paboTumk o0653yeTcs,
B COOTBETCTBUM C nonoxeHnsmm o6 obsasaTenscreax
B [CITY, HecTu nOMnHy1 OTBETCTBEHHOCTbL Mepen
KoHTponepom 3a BbINOSTHEHWE ob6sa3aTensCcTB
cybobpaboTumka. O6paboTumk He HeceT
OTBETCTBEHHOCTU 3a yuiep6 n TpeboBaHus,
BO3HMKaOWME B CBSA3W  C AOMOSHUTENbHLIMA UMK
N3MEHEHHbIMU yKasaHusMu KoHTponepa
B cooTBeTCTBMM C pasgenom 3 (2) gaHHoro MO,

Ecnm  O6paboTtumk  npuBnedetr  cybobpaboTumka
B TpeTben cTpaHe (3a npegenammn EC/EBponerickon
9KOHOMMYECKOM 30HbI), TO O6paboTumk o06sa3yeTcs
ucrnonb3oBaTb  MExaHuaMbl  Mepefayn  AaHHbIX
B COOTBETCTBMM CO cTaTben 44 1 nocregyowmmm
ctatbamu OO6LWero pernameHTa no 3awuTe AaHHbIX.
O6paboTtumk 06s13yeTcs obecneunTb AOCTATOYHbIE
Mepbl 6e3onacHocTy, YTOGbI Heobxoaumble
TEXHUYECKME W OpraHu3auuoHHble  Mepbl  Obinu
peanun3oBaHbl Takum obpasom, u4Tobbl O6paboTka
cooTBeTcTBOBana TpeboBaHusim Ob6Liero pernameHTa
Mo 3alluTe AaHHbIX, a TaKkKe rapaHTupoBaTb 3alluUTy
npaB COOTBETCTBYIOLIMX CYOBLEKTOB [OaHHbLIX, BECTU
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(9) Incase Processor provides sufficient safeguards e.g.
by standard contractual clauses according to EU
Commission decision 2010/87/EU or standard protec-
tion clauses according to Article 46 (“standard data
protection clauses”), the Controller herewith grants
power of attorney to Processor to enter into such
standard data protection clauses in the name and for
the account of the Controller. Further, the Controller
expressly permits Processor to also represent the re-
spective sub-processor when entering into such
standard data protection clauses. This means that
Processor is entitled to act on behalf of the Controller
and the sub-processor. Processor is also entitled to
exercise the Controller’s rights and powers under the
standard data protection clauses vis-a-vis the sub-
processor.

Article 7 Assistance

(1) Taking into account the nature of the Processing as
described in the MSA and this DPA, Processor will
assist the Controller upon request and at the Control-
ler's expense by appropriate technical and organiza-
tional measures, insofar as this is possible, for the ful-
filment of the Controller’s obligation to respond to re-
quests for exercising the data subject's rights laid
down in Articles 12 to 23 GDPR.

(2) Processor shall inform the Controller without undue
delay about requests from data subjects to exercise
their rights as per Articles 12 to 23 GDPR, in particular
with regard to the right of access to Personal Data,
right to rectification, right to erasure (‘right to be for-
gotten’), right to restriction of Processing, right to data
portability, right to object or the right not to be subject
to an automated individual decision-making.

(3) Taking into account the nature of the Processing as
described in the MSA and this DPA and the infor-
mation available at Processor, Processor shall assist
the Controller at the Controller's expense in ensuring
Controller's own compliance with the obligations pur-
suant to Articles 32 (security of Processing), 33 (noti-
fication of Personal Data breach to the supervisory
authority), 34 (communication of a Personal Data
breach to the data subject), 35 (data protection im-
pact assessment) and 36 (prior consultation) GDPR.

Article 8 Deletion

At the choice of the Controller all Personal Data of the
Controller are to be deleted or returned after the end
of the provision of Services relating to Processing.
Controller hereby instructs Processor to delete all
Personal Data of the Controller after the end of the
provision of Services relating to Processing and to

9)

Paspen 7.

1)

)

®3)

Pa3pen 8.

pernctpauuio nepegayvn pAaHHbIX W OOKYMEHTUpOBaTb
nogxoaduime mepbl 6esonacHocTw.

Ecnn O6paboTtumk obecneynt [oOcCTaToOuHblE Mepbl
6esonacHocTy, Hanpumep, no CTaHO4apTHbIM
KOHTPaKTHbIM YCIOBWSIM B COOTBETCTBUM C PELUEHNEM
Komncenn EC 2010/87/EU  wnm  no  crtaHOapTHbIM
YCINOBUSIM MO 3aluuUTe B COOTBETCTBUM CO cTaTbew 46
(manee «cTanHgapTHble YCrOBWUS MO 3aLUUTE LaHHbIXY),
To KoHTponep HacTosium npegocTaBnsieT NOTHOMOYNS
O6paboTumKky 3akntovaTb TakMe CTaHA4apTHbIE YCrOBUS
no 3awuTte AaHHbIX OT MMeHU 1 3a cyeT KoHTponepa.
Kpome TOro, KoHTponep Takxke paspeluaet
O6paboTumky npeacTaenaTb COOTBETCTBYIOLLENO
cyb0b6paboTunka Npu 3akmYeHUn Takux CTaHO4aAPTHbLIX
YCrOBUA MO 3aliuMTe [aHHbIX. 3TO O03Ha4yaeT, u4To
O6paboTynk uMeeT npaBo [AOencTBoBaTb OT WMEHMU
KoHTponepa u cybobpabotunka. OOpaboTumk Takke
UMEET MpaBO WCMOMb30oBaTb MpaBa W MOTHOMOYUS
KoHTponepa no crtaHAapTHbIM YCINOBMSM KacaTenbHO
3alnTbl JaHHbIX B OTHOLLEHUM cybobpaboTunka.

OkasaHue nomMmoLm

MpuHumas Bo BHMMaHue xapaktep O6paboTku,
onucaHHbii B ITCIY wn Hactoswem MO, O6paboTumk
OyneT okasbiBaTb NoMolLlb KoHTponepy no 3anpocy u 3a
cyeT KoHTponepa COOTBETCTBYKOLUMMU TEXHUYECKUMMU
W OpraHM3auMoHHbIMW  MepaMu,  HacKoflbko  3TO
BO3MOXHO, Ans BbINOMNHeHMs ob6s3atenbcTB KoHTponepa
Mo OTBETY Ha 3anpocbl OTHOCUTENbHO WCMOMb30BaHUS
npae cyObeKTa JaHHbIX, U3MOXEHHbIX B CTaTbsAX € 12 no
23 O6wero pernameHTa No 3awmTe SaHHbIX.

O6paboTunk 00sA3yeTcs HesamenMTenbHO COOOLMTL
KoHTpornepy o 3anpocax OT CyObeKToB [AaHHbIX 06
OCYLLIECTBMEHUN UMX MNpaB CorfacHo craTtbam 12-23
O6Lero pernameHTa Mo 3awyTe OaHHbIX, B 4aCTHOCTW,
OTHOCUTENBHO NpaBa AocTyna K [epcoHanbHbIM OaHHbIM,
npaBa Ha BHECEHWE NonpaBokK, NpaBa Ha yaarneHne AaHHbIX
(«npaBo Ha 3abBeHVe»), MNpaBO Ha OrpaHuYeHue
O6paboTkn, NpaBO Ha MEpPeHOC [AaHHbIX, MpaBO Ha
BO3paXXeHne nnm npaeo He nogBepraTecs
WMHOMBMAYanbHOW aBTOMaTU4ecKon nmpoueaype MpUHATUSA
peLueHust.

MpuHumas BO BHMMaHMe xapaktep O6paboTkuy,
onucaHHbii B FCIY mnMNOL, a Takke B UHdopMaLmu,
nmetowlernca y Obpabotunka, O6paboTumk o0643aH
okasaTb nomowlb KoHTponepy 3a ero cuet
B obecneyeHun BbINonHeHus  KoHTponepom  cBoumx
obs3aTtenbcTB cornacHo craTtbam 32 (6e3onacHOCTb
O6pabotkn), 33 (yBeOOMIIEHWE KOHTPOMMPYHOLLErO
opraHa o HapylweHun, cBsidaHHOM c [lepcoHanbHbIMM
AaHHbiMK), 34 (yBegomneHne cyObekTa  AaHHbIX
0 HapyLleHuu, CBSA3aHHOM ¢ NepcoHanbHbIMK
AaHHbiMK), 35 (oueHka BNWUSHUSA 3aWwunTbl AaHHbIX) U 36
(npepBapuTenbHas koHcynbTaums) ObLero pernameHTa
Mno 3alunTe AaHHbIX.

YpaneHue

Mo ycmoTpeHnto KoHTponepa Bce [lepcoHanbHble

JaHHble  KoHTporepa [OMKHbl — yAansaTbCs  WUnu
BO3BpALLATbCA MOCMe OKOHYaHMsA MNpefocTaBneHus
Yenyr, cBazaHHbIX ¢ OB6paboTKon. KoHTponep

HacTosilwmMm npegnucbiBaeT O6paboTunky yaanuTb Bce
MepcoHanbHble aaHHble KoHTponepa nocne okoHYaHust
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delete existing copies unless Union or Member State
law requires storage of the Personal Data.

Article 9 Information and audit rights

(1) With regard to the Processing under the MSA and the
DPA, Processor shall upon the Controller’s written re-
qguest make available to the Controller all information
necessary to demonstrate compliance with the obli-
gations laid down in Article 28 GDPR.

(2) Processor shall allow for and contribute to Controller
audits, including inspections (“audits”), with regard to
the Processing under the main contract to demon-
strate compliance with the obligations laid down in Ar-
ticle 28 GDPR. These audits may also be conducted
by an independent third party auditor mandated by
the Controller, provided that this auditor is acceptable
for Processor and bound by confidentiality. The Con-
troller shall request an audit with reasonable prior no-
tice to Processor. Prior to an audit, the parties shall
mutually agree on the scope, timing, and duration of
the audit. The Controller shall reimburse Processor
for any services incurred by Processor with regard to
the audit at the then current Processor service rates,
which shall be made available to the Controller upon
request.

(3) The Controller shall promptly provide a written report
to Processor containing a confidential summary of the
scope and results of the audit. Irrespective hereof,
Processor is entitled to use the report for its own pur-
poses.

Paspen 9.

1)

)

@)

npegocTaeneHnsa Ycnyr, cBsidaHHbIx ¢ O6paboTkon,
W yoaniTb CyLECTBYHOLIME KOMWUK, KPOME CIy4vaes,
korga 3akoHogatenbctBo EC wnu crtpadbli-uneHa EC
TpebyeT xpaHuTb Takme NepcoHanbHble JaHHbIE.

MpaBa Ha nHdopmauuo u ayauT

B otHoweHun O6paboTtkm cornacHo [CIY wu MNOL
O6paboTtumk 00s13aH NO  MMCbMEHHOMY  3arnpocy
KoHTponepa npenocTaBuTb KoHTponepy BCIO
NHGOpMaLuto, KoTopast HeobGxoaouma ans
NoATBEPXKAEHMS BbINOSTHEHMS 00653aTenbCTB,
N3NoXeHHbIX B cTaTbe 28 OO6LWero pernameHta no
3almTe AaHHbIX.

O6paboTtumk  paspewnt K bygeTr cnocobcTBOBaTHL
npoBefeHuto ayanta KoHTponepom, BkMovast MPOBEPKM
(nanee — «ayguTt»), oTHocuTenbHo O6paboTkum no
OCHOBHOMY  COrMalleHuto  Ans  NOATBEPXAEHMWS
BbIMOMNHEHUS 00513aTenbCTB, YyKasaHHbIX B cTaTbe 28
FCry. Takve ayauTbl MOryT Takke nNPOBOAUTLCS
He3aBWCMMbIM CTOPOHHWM ayAUTOPOM, Ha3HaYeHHbIM

KoHTponepoM, npu Yycnosuu, 4YTO Takonm ayautop
npuemnem ans O6paboTunka 1 cBsi3aH
obsazaTenscTBamMu no cobnogeHno
KOH(MAeHUMansHOCTH. KoHTponep  3anpaiwwuBaet

ayaouT, 3abnaroBpemeHHo npegoctaBuB OBpaboTUMKy
yBeIOMIIEHNEe B NMUCbMeHHOM BuAae. [Jo npoBeaeHus
ayouTa  CTOPOHbI  cornacyloT  ob6beM,  Bpems
W NpoJoMmKkuTenbHocTb ayauTta. KoHTponep obssyetcs
koMmneHcupoBaTb O6paboTumKky nbble pacxodbl Ha
ycnyrmm, NMOHECEHHbIE O6paboTymkom B CBSI3U
C NpoBedeHMeM ayauTa, MO CTaBkam Ha  ycnyru,
pewncteytowmm y O6paboTtymka Ha MOMEHT NpoBeAeHMS
ayauTa, koTopble 6yayT npegocTasneHsl KoHTponepy no
3anpocy.

KoHTponep 0b6sa3yeTcs He3ameanuTensHO
npegoctaBute  O6GpaboOTUMKy NUCBMEHHBLIA  OTYeET,
coAepxalluin KpaTkne KoHpmaeHumanbHble gaHHble 00
obbeme u pesynbTatax Takoro ayguta. OB6paboTumk
MMEET MNpaBO WCMONb30BaTb TAKOW OTYET ANA CBOMX
Luenemn.
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Attachment 1
Details of the Transfer

Categories of data subjects: The Personal Data trans-
ferred concern the following categories of data subjects:

. Employees or suppliers of the Controller or the Con-
troller's group companies

. Patients of the Controller or the Controller's group
companies

Types of Personal Data: The Personal Data transferred
concern the following categories of data:

Employee data, supplier data or data related to the
Controller, such as business contact information (e.g.
name, work address, work phone number, work email
address, work mobile phone number, job title).

. Patient data, such as patient related information (e.g.
DICOM attributes, DICOM images/pixel data.

Special categories of data: The Personal Data trans-
ferred concern the following special categories of data:

. Data on health, biometrical data

Processing operations: The Personal Data transferred
will be subject to the following basic Processing activities:

The type, subject matter of the Processing, nature
and purpose of the Processing of Personal Data are
further specified in the MSA between the Controller
and Siemens Healthcare LLC, Khadzhy Mukan str.,
22/5, 050059, Almaty, The Republic of Kazakhstan as
the service provider of teamplay.

e There is also a possibility of access to Personal Data
during inspection and maintenance of automated pro-
cedures or data processing systems.

BnoxeHwue 1

MHQOEMaHMH O nepenayvye AaHHbIX

Kateropun cy6beKkToB OaHHbIX. [NepenaBaembie

lMepcoHanbHble AaHHble 3aTparMBatoT CneayoLmne Kateropum

CyOBHEKTOB AAHHbIX:

. COTPYAHVKM 1 nocTaBwukn KoHTponepa wunu rpynnbl
komnaHun KoHTponepa;

. naumMeHTbl KoHTponepa wnu  rpynnbl  KOMNaHWM
KoHTponepa.
Bupbl nepcoHanbHbIX AaHHbIX. MNepenaBaemble

lMepcoHanbHble AaHHbIE 3aTparuBatoT crneayoLme Kateropum

OaHHbIX:
OaHHble O COTpyAHMKe, MOCTaBLUMKE WNW OaHHbIE,
CBsi3aHHble C KOHTponepom, Takme Kak KOHTaKTHasi
uHdpopmauus  (Hanpumep, wMsi, pabouuin agpec,
pabounn  Homep  TenedoHa, pabounn  agpec
BIIEKTPOHHOM MNOYThLl, pabounin Homep MOOBUITbHOro
TenedoHa, Ha3BaHWe OOMKHOCTH);

e [aHHble O nauueHTe, TakMe Kak uHdopmauus,
CBfA3aHHasa C NauneHToM (Hanpumep, atpubyTel DICOM,
n3obpaxeHus/gaHHble anemeHTa u3obpaxeHus DI-

COM).
CneuuvanbHble KaTeropum pgaHHbIX. [lepegaBaemble
MepcoHanbHble  AaHHble 3aTparueaioT cnepywowme
crneunarnbHble KaTeropun AaHHbIX:
e  [aHHble O COCTOSIHUM 3[0pPOBbs, OGUOMeTpUYeckme

JaHHble.

Onepaummn no obpaboTke. NepegaBaemble MNepcoHanbHble

OaHHble OyaoyT noaBeprathbCcs  CrneaylowMM  OCHOBHbLIM

Aevicteuam npu ObpaboTke:
Tvn, npeamet O6paboTkn, xapakTtep W HasHaveHue
O6paboTtkn [lepcoHanbHbIX OaHHbIX  YKa3biBalOTCA
B [CIY, 3aknioveHHom mexay KoHTponepom u TOO
«CumeHc 3gpaBooxpaHeHune», Pecnybnuka KasaxcrtaH,
050059, r. Anmarthl, yn. Xagxun MykaHa 22/5 B ka4yecTBe
nocTaBLYMKa ycryr Ha nnatgopme teamplay.

e Ectb Takke  BO3MOXHOCTb  MOMyYWTb  AOCTYN
k MepcoHarnbHbIM  [aHHBIM  BO BpeMsi  MPOBEPKM
N TEXHUYECKOro obcnyxuBaHus aBTOMaTUYECKNX

npoueayp unm cuctem 06paboTkM OaHHbIX.
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Attachment TOM
Technical and Organizational Measures (“Attach-
ment TOM”)

1. Pseudonymization and Encryption of Personal
Data

Processor separates personal data from the processed
data so that it is not possible to link the processed data
to an identified or identifiable person without additional
information that is stored separately and securely. Pro-
cessor encrypts personal data with symmetric and
asymmetric keys.

2. Confidentiality, Integrity, Availability and Resil-
ience of Systems and Services

a) Processor ensures confidentiality and integrity
by taking the following measures:

Access control:

Processor protects its buildings with appropriate access
control systems based on a security classification of the
buildings and an appropriately defined access authori-
zation concept. All buildings are secured by access con-
trol measures using a card reader system. Depending
on the security category, property, buildings or individ-
ual areas are secured by additional measures. These
include special access profiles, biometrics, pin pads,
DES dongles, separation locks, video surveillance and
security personnel. Access rights for authorized per-
sons are granted individually according to defined crite-
ria. This also applies to external persons.

System access control:

Access to data processing systems is only granted to
authenticated users based on a role-based authoriza-
tion concept using the following measures: Data en-
cryption, individualized password assignment (at least
8 characters, regularly automatic expiration), employee
ID cards with PKI encryption, password-protected
screen savers in case of inactivity, intrusion detection
systems and intrusion-prevention systems, regularly
updated antivirus and spyware filters in the network and
on the individual PCs and mobile devices.

Data access control:

Mpunoxenne TOM
TexHn4yeckue U opraHn3aLoHHbIe
(manee — «lMpunoxeHne TOM»)

Mepbl

1. MceBaoHMMU3auus
MepcoHanb-HbIX AaHHbIX
O6paboTunk otaensieT nepcoHasnbHble AaHHble OT
0bpaboTaHHbIX daHHbIX Takum ob6pasom, 4TOObI
HEBO3MOXHO ObIno cBA3aTb 00paboTaHHble AaHHble
C onpedeneHHbIM MNU onpedensieMbiM nuuom 0e3

1 wucppoBaHue

MCMNONb30BaHUS  AOMOSHUTENBHON  MHbopMaLnu,

KOoTopasi XpaHUTCA B OTAENIbHOM U 3aWuWLLEHHOM

mecte. O6paboTumk wncpyeT nepcoHanbHble

OaHHble C UCMONb30BaHNEM CUMMETPUYHbIX

N aCCUMETPUYHbIX KIOYeEN.

2. KoHdumpeHumanbHOCTDb, LLeJIOCTHOCTb,
[AOCTYNHOCTb M YCTONYNBOCTb cucrtem
nycnyr

a) O6paboTumk obecneunBaeT

KOH(MAeHLuMNanbL-HoCTb M COXPaHHOCTb,
npuHMMas criegyloume mMmepbil.

KoHTponb gocTtyna

O6paboTunk salmwaet cBou 30aHus
COOTBETCTBYHOLLMMM CUCTEMAMWN KOHTPOSs LOCTyna
Ha OCHOBaHWUM Kraccndmrkauum 6e30nacHOCT 34aHnN
N YCTaHOBIEHHOM [OSMKHbIM 00pas3oM  KOHLUEenumm
paspelleHnss goctyna. Bce sgaHus 3awumuieHbl npu

noMOLM Mep MO  KOHTPOM 33  AOCTYrNoMm
C UCMOMb30BaHMEM CUCTEMbl CUYMTbIBAHWUSA  KapT.
B saBucuMocTM  OT  KaTeropum  6e3onacHoOCTU
COOCTBEHHOCTb,  30@aHUA W OTAEeNbHble  30HbI

3aLMLLAI0TCA MPY MOMOLLM AOMOSTHUTENBHBLIX Mep. K
HAM OTHOCATCS creuunanbHble npodunu  JocTyna,
OromeTpryeckme gaHHble, YCTPOWUCTBA AN BBEAEHUS
INMNH-koQa, aneKkTpoHHLIN DES-KNoY, pasgenuTenbHble

3aMKW, BUOEOHabnoAeHe U COTPYOHMKM  Cry>Obl
BesonacHocTn. [MpaBa pgoctyna YNONMHOMOYEHHLIM
nuam npenoCTaBNsoTCS VHOVBMAOYanbHO,

B COOTBETCTBUM C YCTAHOBMNEHHbLIMU KPUTEPUAMU. ITO
TaKkke OTHOCUTCA K MoCeTUTEeNAM.

ynpaBneHMe AOCTYNOM K Cucteme

Hoctyn K cuctemam 06paboTkm AaHHbIX
npepocTasnseTcs TONbKO NPOBEPEHHBIM
nonb3oBaTensiM Ha OCHOBaHWWN KOHLEMUMM PONeBbIX
paspeLleHnii C UCNONb30BaHWEM CreaylLwWmnx Mep:
KOAMpoBKa AaHHbIX, npegocTasneHve
UHOMBMAYyanbHbLIX naponen (He MeHee 8 3HaKoB
C perynspHoiM  aBTOMaTUYECKUM  yBEAOMIEHUEM
0 CMeHe napons), ID-KapThbl COTPYAHMKOB
C KOAMPOBKOW PKI, 3KpaHHas 3acTaBka, 3awuiLeHHas
naponemM Ha cry4anm OTCYTCTBUS aKTMBHOCTMW,
cucTeMbl  OBHapyXXeHusi BTOPXKEHUS U CUCTEMb
npefoTBpaLLeHns BTOPXXEeHUS, perynsipHo
OBHOBNSEMbIN  @HTUBUPYC U PUNBTPLI  LUMMUOHCKNX
nporpaMm B CeTW, Ha wuHamBMAayanbHbix [K
N MOBUINBbHBIX YCTPOWCTBAX.

YnpaBneHue AOCTYNOM K AAHHbLIM
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Access to personal data is granted on the basis of a
role-based authorization concept. A user management
system has been set up, which maps the user database
with their respective authorizations and is available cen-
trally in the network for retrieval by requesting data pro-
cessing systems. Furthermore, data encryption pre-
vents unauthorized access to personal data.

Data transmission control:

Processor secures electronic communication channels
by setting up closed networks and data encryption pro-
cedures. If a physical data carrier transport takes place,
verifiable transport processes are implemented that
prevent unauthorized data access or logical loss. Data
carriers are disposed of in accordance with data protec-
tion regulations.

b) Processor ensures systems and services con-
stant availability and reliability by taking the follow-
ing measures:

Processor ensures availability and resilience of systems
and services by isolating critical IT and network compo-
nents, by providing adequate backup and redundancy
systems, using power redundancy systems, and regu-
larly testing of systems and services. Test and live sys-
tems are kept completely separated.

3. Availability and Access to Personal Data in the
Event of an Incident

Processor shall restore the availability of and access to
personal data in the event of a physical or technical in-
cident by taking the following measures:

Processor stores personal data in RAID systems and
integrates redundant systems according to security
marking. Processor uses systems for uninterruptible
power supplies (e. g. UPS, batteries, generators) to se-
cure the power supply in the data centers.

Databases or data centers are mirrored in different
physical locations.

A comprehensive written emergency plan is available.
Emergency processes and systems are regularly re-
viewed.

4. Control Procedures to ensure the Safety of Pro-
cessing

Processor maintains a control procedure based on a
risk-management-based approach, taking into account

[ocTyn K nepcoHanbHbIM AaHHbIM NPeLOCTaBAETCS
Ha OCHOBaHWWM KOHLIEMUMM POSEBLIX pa3peLleHn.
Bbina co3gaHa cuctema yrnpaBneHusi
nonb3oBartensmMu, Kotopass oTobpaxaer  6asy
AaHHbIX MNOrb3oBaTeNeN CUX COOTBETCTBYHOLUMMM
paspeLleHns M1 U AOCTYMNHa A LeHTPannM3oBaHHOMo
MCNonb30oBaHUs B CeTU Ans noucka WHdopmaumu
nyTem HanpaBneHus 3anpocoB B CUCTEMBbI
006paboTkm gaHHbIX. Kpome Toro, kogMpoBKa OaHHbIX
npeaoTBpallaeT  HeCaHKUMOHMPOBAHHbLIN  OOCTYM
K NnepcoHanbHbIM JaHHbIM.

YnpaBneHue nepepaven AaHHbIX

O6paboTunk 3awmwaeT 3N1EKTPOHHbIE
KOMMYHMKaALUMOHHbIE KaHanbl, co3daBasi 3aKpblTble
ceTu u npouenypbl KOAMPOBKM AaHHbIX. Ecnu nveer
MeCTO nepefava AaHHbIX Ha pn3nMyYeckom HocuTene,
TO  UCNONb3ylTCA  NpoBepsieMble  Npoueaypbl
nepenaun, KoTopble npegoTBpaLlatT
HECaHKUMOHUPOBAHHbIN ~ AOCTYN K AAHHbIM UMK
norunyeckue notepu. Hocutenu JaHHbIX
YHMYTOXAlTCA B COOTBETCTBMM € TpeboBaHUsMM
NONOXEHUN No 3aLLnTe JaHHbIX.

b) O6paboTunk obecneumBaeT HenpepbIBHbIN
[OCTYN W HaAeXHOCTb CUCTEM U CepBUCOB,
npuHUMas cneayrowme Mepbl.

O6paboTunk obecneunBaet OOCTYMHOCTb
N YCTOMYMBOCTb CUCTEM W YCNyr nyTeM W30MsLmm
OCHOBHbIX nT N ceTeBbIX KOMMOHEHTOB,
NpenocTaBnas afeKkBaTHble CUCTEMbI PE3EPBHOMO
KOMMpOBaHMs, UCNonb3ys cucteMbl 6ecnepeborHoro
NATaHUA U PErYNSIPHOro  TECTUPOBAHUS  CUCTEM
U cepBUCOB. TectoBas u paboyas CUCTEMbI MOMHOCTbLIO
pas3neneHobl.

3. Hannuune n poctyn K lNepcoHanbHbIM AaHHbLIM
B Crnyyae HenpeaBUAEHHOW cuTyauumn
O6paboTtunk 0643yeTcss BOCCTAHOBUTbL Hanu4due
W AOCTYyNn K NepcoHanbHbIM  AaHHbIM B Cnyvae
dm3nveckon Unm TEXHUYECKON Henonagku, NpUHSB
cnegyoLme mepsbl.

O6paboTunk  XpaHUT  NepcoHanbHble  AaHHble
B cuctemax RAID 1 MHTErpuUpyeT pe3epBHYH cucTemy
B COOTBETCTBUU C kaTeropuen goctyna. ObpaboTumk
NCrornb3yeT CUCTEMbI C NMPUMEHEHWEM WUCTOYHWUKOB
GecnepebonHoro  nutanua  (Hanpumep,  WBIT,
aKKyMyInaTopbl, reHepaTtopbl) Ans obecnedeHns
nogayun NUTaHna B LEHTPbI OAHHbIX.

ba3bl AaHHbIX UMW LEHTPbI JaHHbLIX OTOOpaxarTcs
B pasHbIX MeCTax HaxXoXaEeHWs.

PaspabotaH B NUCbMEHHOM BuOE BCECTOPOHHUN
nnaH  OencTBun B YUpe3BblyanHOMm cuTyauuu.
Mpouedoypbl M cCUCTEMbI Ha Criydal uYpesBblHanHOM
cuTyauum perynsapHo nepecmarpusaroTcs.

4. Tpoueanypbl KOHTpona pAansa obGecneyeHus
6e3onacHom o6paboTKu

O6paboTyrk nogaepxmBaeT nNpoueaypy KOHTPONs Ha
OCHOBaHMM Noaxoaa C y4eToM yrpaBreHust pyuckamu,

page 22 of 23



the basic IT protection catalogues of the Federal Office
for Information Security (BSI) and ISO/IEC 27001 re-
quirements for the regular review, assessment and
evaluation of the effectiveness of technical and organi-
zational measures to ensure security of processing.
This ensures the protection of relevant information, ap-
plications (including quality and safety test methods),
operating environments (e. g. by network monitoring
against harmful effects) and the technical implementa-
tion of protection concepts (e. g. by means of vulnera-
bility analyses). By systematically detecting and elimi-
nating weak- points, the protective measures are con-
tinuously questioned and improved.

5. Personnel Measures

Processor issues written work instructions and regularly
trains personnel who have access to personal data to
ensure that personal data is only processed in accord-
ance with the law, this DPA and associated instructions
of the Customer, including the technical and organiza-
tional measures described herein.

npyHMMasi BO BHWMaHue ©6a3oBble KaTtanorum no
3awmte UT degepanbHoro 61opo MHOPMaLMOHHOM
6esonacHocTu (BSI) wu TpeboBaHms ISO/IEC 27001
OTHOCUTENbHO  PETyNsSPHOA  MPOBEPKM U OLIEHKM
3(PPEKTUBHOCTN TEXHUYECKMX W OPraHN3aLMOHHbIX
Mep anda obecneveHns 6esonacHonm obpaboTku. ITO
obecneynBaeT 3awmnTy HeobxoaMMon MHopMaLmK,
NpunoXeHun (BKMoYasi MeTo4bl NPOBEPKN KadecTBa
n 6e3onacHocTM), onepaumoHHOM cpenbl (Hanpumep,
nyTeM MOHUTOPWUHra ceTu Ha npegMeT BpeaHoro
BO3encTBuS) N TEXHUYECKYHO peanunsauuio
KOHUenuun 3awutbl (Hanpumep, nyTeMm aHanusa
cnabbix mecT). [MyTem cMcTeMaTnyecKoro BbIsiBIIEHUS
N ycTpaHeHus cnabblX MeCT 3alluUTHble Mepbl
NOCTOSIHHO nepecmartpuBaloTCcs
1 COBEPLUEHCTBYHOTCS.

5. Mepbl OTHOCUTENBHO COTPYAHUKOB

Ob6paboTunk paspabartbiBaeT NUCbMeHHbIE paboune
WHCTPYKLUUK N perynsipHo WHCTPYKTUPYEeT
COTPYAHMKOB, KoTopble nmetoT aocTyn
K NnepcoHanbHbIM AaHHbIM, 4YTODObl rapaHTUpoBaTb,
YTO nepcoHanbHble [AaHHble obpabaTtbiBaloTCH
TONbKO B COOTBETCTBMUU c TpeboBaHUaMHN
3aKoHO4aTeNnbCTBA, JaHHoro nog
N COOTBETCTBYHOLLUMU yKazaHUsMu KnueHTa,
BKMOYAs TEXHUYECKME W OpraHM3auuOHHbIE Mepbl,
OMNMCaHHble 30eChb.
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